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techniques contribute to reliable vehicle monitoring and 
traffic management applications [3]. The concept of 
artificial noise has emerged as an effective physical-layer 
security technique that deliberately introduces interference 
into transmitted signals to degrade the reception quality of 
unauthorized users while preserving communication 
quality for legitimate receivers through channel-aware 
signal processing [4]. 

The primary challenge in implementing artificial-noise-
based communication systems lies in optimizing 
transmission parameters under varying channel conditions 
while maintaining secure and reliable performance. 
Machine learning techniques have increasingly been 
explored to enhance wireless network security by enabling 
adaptive decision-making and intelligent management of 
dynamic communication environments [5]. However, 
advanced wireless communication systems must also 
consider power consumption and signal strength variations 
to ensure efficient resource utilization and sustainable 
network operation [6]. Furthermore, recent studies 
demonstrate that machine learning approaches can 
effectively strengthen wireless network security by 
improving threat detection, adaptive protection 
mechanisms, and overall system performance in dynamic 
communication scenarios [7]. 

Empirical studies have demonstrated the effectiveness 
of artificial noise in various scenarios. For instance, in 
environments with high signal fluctuation or mobility, 
such as urban areas or high-speed networks, the adaptive 
nature of machine learning-enhanced artificial noise can 
significantly improve security outcomes [8]. Theoretical 
models also support the viability of this approach, showing 
that it can increase the secrecy capacity of communication 
systems, a measure of how effectively information can be 
secured over noisy channels [9]. 

Ongoing research into artificial noise is supported by 
both academic and industrial sectors, indicating its 
potential for broad applications across different types of 
wireless networks. Future developments are expected to 
focus on reducing the computational overhead associated 
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aims to enhance wireless security by proposing an artificial 
noise-based framework integrated with machine learning for 
dynamic optimization of noise at the physical layer. The 
methodology involves real-time monitoring of network 
conditions, prediction of optimal noise levels using a machine 
learning model, and adaptive noise injection to degrade the 
signal quality at the eavesdropper while preserving reliable 
communication for legitimate users. A mathematical model is 
employed to evaluate the effectiveness of the approach using 
key performance metrics such as secrecy capacity, Bit Error 
Rate (BER), Signal-to-Noise Ratio (SNR), and system 
throughput. Simulation and empirical results demonstrate 
that the proposed approach improves secrecy capacity up to 
0.90 bits/s/Hz while maintaining low BER and stable 
throughput without compromising bandwidth or power 
efficiency. The integration of artificial noise with machine 
learning enables enhanced adaptability and robustness 
across diverse network scenarios. This work contributes a 
scalable and efficient framework for improving wireless 
communication privacy, providing a practical solution for 
next-generation secure communication systems. 

Index Terms—adaptive security protocols, artificial noise, 
physical layer, security protocols, signal obfuscation, wireless 
privacy 

I. INTRODUCTION

In the current digital age, wireless communication 
systems are widely used in various applications, 
generating large volumes of data that require appropriate 
statistical analysis and interpretation for effective 
decision-making [1]. Recent advancements in wireless 
communication have led to increased interest in employing 
physical layer security techniques, which offer a 
complementary approach to traditional security measures 
by exploiting the physical characteristics of wireless 
channels [2]. In addition to communication security, 
wireless technologies are widely adopted in intelligent 
transportation systems, where sensing and detection 
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with this technique and further enhancing its adaptability 
and effectiveness [10]. In conclusion, the integration of 
artificial noise into wireless communication systems is a 
novel and effective approach for enhancing security. By 
leveraging the unique properties of the physical 
communication layer, this technique provides a robust 
supplement to traditional security measures, thereby 
addressing the evolving landscape of cyber threats in the 
wireless domain. Further research and development will be 
crucial in optimizing these systems for widespread 
deployment and ensuring that they can dynamically adapt 
to the ever-changing conditions of wireless 
communication environments. 

The main contributions of this work are summarized as 
follows: 
● An adaptive Artificial Noise (AN) framework

integrated with machine learning for dynamic noise
optimization based on real-time wireless channel
conditions;

● A multilayer feedforward neural network model is
capable of capturing the nonlinear relationships
between environmental parameters and optimal noise
levels;

● A complete system design incorporating
environmental sensing, noise prediction, noise
injection, and real-time feedback control was
developed;

● Practical validation was performed through both NS-3
simulations and Software-Defined Radio (SDR)-based
experiments to demonstrate real-world applicability;

● Significant performance improvements in terms of
secrecy capacity (up to 0.90 bits/s/Hz) while
maintaining a low BER and stable system throughput.

The remainder of this paper is organized as follows:
Section II presents a literature survey, Section III describes 
the proposed system and methodology, Section IV 
discusses the experimental results, and Section V 
concludes the paper with future research directions. 

II. LITERATURE REVIEW

Wireless communication security has significantly 
evolved to counter increasingly sophisticated threats. 
Traditional encryption techniques face challenges, such as 
complex key management and computational overhead, 
leading researchers to explore physical layer security as a 
complementary approach. One of the most promising 
strategies in this domain is the use of artificial noise, which 
involves injecting noise into the communication channel 
to degrade the signal quality of eavesdroppers while 
allowing the intended receiver to decode the message 
effectively [1]. Harmer et al. [11] demonstrated that 
artificial noise tailored to the transmission environment 
could significantly disrupt eavesdropping without 
affecting a legitimate recipient. This approach exploits the 
differences in channel knowledge between legitimate users 
and attackers and leverages the unpredictability of wireless 
channels to enhance security. Enwereonye et al. [12] 
further extended this concept by developing adaptive 
strategies for artificial noise generation that dynamically 
adjust noise characteristics based on real-time changes in 

channel conditions and eavesdropper behavior, thereby 
enhancing the robustness of the security protocols in 
wireless networks. 

The integration of Machine Learning (ML) techniques 
with artificial noise generation has been another critical 
area of recent research. Kilincer et al. [13] developed deep 
learning models to predict optimal noise parameters that 
balance security requirements with system performance 
constraints, such as bandwidth and power efficiency, 
demonstrating that machine learning can proactively 
optimize security measures based on historical 
communication patterns. Furthermore, Meziane and 
Ouerdi [14], explored the application of artificial noise in 
IoT networks, which often have limited processing 
capabilities and power availability. Their study 
demonstrated that lightweight artificial noise algorithms 
can be implemented efficiently, offering substantial 
security improvements without excessive computational 
overhead. Quantifying the impact of artificial noise on the 
system performance is a critical research challenge. 
Bernardeschi et al. [15] developed a framework for 
evaluating the trade-offs between security levels and 
network performance metrics such as throughput and 
latency. This framework provides valuable insights for 
designing security protocols that maintain operational 
efficiency while enhancing privacy. Empirical studies by 
He et al. [16] validated theoretical models through 
extensive field tests, demonstrating that artificial noise 
effectively obscures wireless transmission from 
unauthorized entities under various environmental 
conditions. Niu et al. [17] explored the legal and ethical 
implications of artificial noise, emphasizing the need for 
alignment with global data protection and privacy 
standards. 

Trappe [18] focused on the practical deployment of 
artificial noise and examined the integration of these 
techniques into existing network infrastructure. Their 
research highlighted the logistical and technical challenges 
of implementing physical-layer security measures, 
offering a roadmap for seamless integration into 
conventional communication systems. As research on 
artificial noise continues to progress, there is a noticeable 
shift towards more adaptive and resilient security 
mechanisms that dynamically respond to evolving cyber 
threats. Recent advancements have further refined 
artificial noise approaches to address dynamic 
environments and device heterogeneities. Artificial 
intelligence and machine learning techniques have 
increasingly been explored to improve the adaptability and 
optimization of artificial noise generation, enabling more 
efficient and robust physical layer security under varying 
communication conditions [19]. The application of 
artificial noise has also expanded to more complex 
network architectures, such as multihop and cooperative 
relay networks, where strategically placed noise at relay 
nodes can significantly disrupt eavesdropping 
attempts [20]. 

Cross-layer security protocols that integrate artificial 
noise with other physical layer techniques, such as 
beamforming and cooperative jamming, have shown 
promise in further complicating eavesdropping. Hybrid 
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approaches that combine artificial noise with directional 
beamforming can direct legitimate signals away from 
eavesdroppers while injecting noise in their direction, 
thereby adding an additional layer of security [21]. For 5G 
and beyond networks, artificial noise has been adapted for 
Ultra-Reliable Low-Latency Communication (URLLC) 
environments, ensuring that security enhancements do not 
compromise the stringent latency requirements of these 
advanced networks [22]. Power efficiency remains a 
critical concern in deploying artificial noise, especially in 
energy-constrained environments such as IoT and sensor 
networks. Recent studies have introduced power-aware 
noise generation algorithms that adjust noise levels based 
on the power availability of the device and optimize the 
balance between security and energy consumption [23]. 
Practical deployment has also been explored using 
Software-Defined Radios (SDRs) and real-world testbeds, 
providing a tangible evaluation of artificial noise strategies 
in diverse communication environments [24]. 

The exploration of artificial noise as a security 
enhancement tool has expanded into several novel areas, 
addressing not only eavesdropping prevention, but also 
interference management and network efficiency. Recent 
studies have highlighted the dual benefits of artificial noise 
in enhancing the security and managing co-channel 
interference in densely populated wireless environments. 
The use of artificial noise in multiuser communication 
systems and demonstrated that appropriately tuned noise 
could mitigate interference among legitimate users while 
simultaneously degrading eavesdropper signals [25]. This 
approach provides a two-fold advantage by improving the 
overall network throughput and security, showcasing the 
potential of artificial noise in complex real-world scenarios 
where multiple communications overlap. 

Further innovations have focused on the integration of 
artificial noise with other advanced technologies such as 
massive Multle-Input Multiple-Output (MIMO) and 
Millimeter-Wave (mmWave) communications, which are 
critical components of 5G and future networks. 
Zhang et al. [26] explored the deployment of artificial 
noise in Massive MIMO systems, where the spatial 
degrees of freedom allow for targeted noise injection that 
can maximize the disruption to unauthorized receivers 
without significantly affecting legitimate communication 
channels. Their findings suggest that artificial noise can be 
effectively scaled up in systems with a large number of 
antennas, thereby enhancing the security of high-capacity 
networks. In mmWave communications, artificial noise 
has been adapted to address specific challenges such as 
beam misalignment and the vulnerability of narrow beams 
to interception. Yun et al. [27] proposed a dynamic 
beamforming strategy combined with artificial noise 
injection, which adjusts the beam directions in real time to 
maintain optimal communication paths for legitimate users 
while introducing disruptive noise to off-angle 
eavesdroppers. This method effectively leverages the 
directional nature of mmWave communication to create a 
secure transmission environment, particularly in urban and 
dense deployment scenarios. 

Moreover, the scalability of artificial noise techniques 
to accommodate emerging communication paradigms, 

such as Vehicle-To-Everything (V2X) communication, 
has been a recent focus. Yao and Wang examined artificial 
noise applications in V2X environments, where low 
latency and high reliability are crucial. Their research 
demonstrated that by employing adaptive noise algorithms 
that respond to vehicular mobility patterns and channel 
variations, the security of V2X links against roadside 
eavesdroppers can be enhanced [28]. This application is 
particularly relevant because V2X communications are 
expected to play a crucial role in autonomous driving and 
intelligent transportation systems. Artificial noise has also 
been explored in quantum communication systems, where 
it serves as a complementary measure of Quantum Key 
Distribution (QKD). Given the inherent security 
advantages of quantum communications, adding artificial 
noise provides an additional layer of protection against 
quantum channel attacks such as intercept-resend or 
Trojan horse attacks. A recent study by Son [29], 
highlighted the potential of artificial noise to enhance the 
secrecy capacity of quantum communication links, making 
them more robust against various physical layer attacks 
that exploit imperfections in quantum devices. 

As artificial noise techniques continue to evolve, there 
is growing interest in the standardization and regulatory 
aspects of deploying these methods across different 
regions and communication standards. Researchers have 
examined the implications of artificial noise on 
compliance with global communication standards, such as 
those set by the International Telecommunication 
Union (ITU) and the European Telecommunications 
Standards Institute (ETSI). Regulatory alignment is crucial 
for the widespread adoption of artificial noise techniques, 
as they must coexist with the existing regulations on signal 
interference and spectrum usage. Wu et al. [30] discussed 
regulatory challenges and proposed frameworks for the 
harmonized implementation of artificial noise within 
existing and emerging communication standards. 

Overall, ongoing innovations in artificial noise for 
wireless communication security offer a promising path 
toward more resilient and adaptive systems capable of 
countering sophisticated cyber threats. Future research 
should focus on refining these techniques for specific 
applications, improving efficiency, and ensuring seamless 
integration into modern communication infrastructures. In 
addition, recent studies (2023–2026) increasingly 
emphasize the integration of artificial intelligence and 
adaptive learning techniques with physical layer security 
mechanisms. Emerging approaches, such as reinforcement 
learning-based noise optimization, Intelligent Reflecting 
Surfaces (IRS), and AI-driven secure communication 
frameworks, have demonstrated significant potential in 
enhancing secrecy performance under dynamic network 
conditions. These developments highlight a clear shift 
toward intelligent and autonomous security solutions, 
reinforcing the relevance and timeliness of the proposed 
AN+ML framework in addressing current challenges in 
wireless communication security. 

Although recent studies have explored the integration of 
artificial noise with techniques such as reinforcement 
learning, Intelligent Reflecting Surfaces (IRS), and 
beamforming-based approaches, many existing methods 
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either rely on static noise configurations or involve higher 
computational complexity with limited real-time 
validation. In contrast, the proposed AN+ML framework 
provides a fully adaptive and lightweight solution by 
leveraging a neural network for real-time noise 
optimization, along with both simulation and SDR-based 
validation, thereby offering improved practicality and 
scalability in dynamic wireless environments. 

III. PROPOSED SYSTEM

The proposed study aims to enhance the privacy and 
security of wireless communications through the strategic 
use of artificial noise, a technique that involves injecting 
carefully designed interference into the communication 
channel. The core of this approach is the development of 
an adaptive noise generation algorithm that dynamically 
adjusts noise levels based on real-time environmental and 
threat assessments [31, 32]. This algorithm is supported by 
a machine learning model that predicts the optimal noise 
parameters to maximize eavesdropper confusion without 
degrading the signal quality for legitimate users. The 
implementation begins with the continuous monitoring of 
the communication channel to detect variations in noise, 
signal strength, and potential security threats. Based on 
this data, the machine learning model calculates the 
necessary level of artificial noise. This noise is then 
generated and superimposed onto the outgoing signal 
using digital signal-processing techniques, ensuring that it 
disrupts potential eavesdroppers while remaining 
decipherable to the intended recipient through predefined 
filtering methods. The effectiveness of this protocol is 
quantified using a mathematical model focusing on 
secrecy capacity, which evaluates the difference in entropy 
between what the eavesdropper perceives and what the 
legitimate receiver decodes. This measure helps optimize 
the balance between security and communication 
efficiency. Tools such as TensorFlow and PyTorch for 
machine learning and network simulators such as NS-3 or 
MATLAB were utilized for developing, training, and 
testing the system under various simulated conditions. 
Overall, this research is expected to significantly improve 
the robustness of wireless communication systems against 
unauthorized interceptions, with minimal impact on the 
system performance and adaptability to different network 
scenarios [33, 34]. In simple terms, the proposed system 
improves wireless communication security by adding 
controlled artificial noise to the transmitted signal. This 
noise makes it difficult for unauthorized 
users (eavesdroppers) to understand the information, while 
the intended receiver can still decode the signal correctly 
using known channel characteristics and filtering 
techniques. A machine learning model is used to 
automatically determine the optimal level of noise based 
on real-time network conditions, ensuring a proper balance 
between security and communication quality. This makes 
it a versatile and effective solution for enhancing wireless 
security in an increasingly connected world, Fig. 1 
illustrates the physical layer security architecture 
incorporating artificial noise. 

The design of the proposed approach is motivated by the 
limitations of existing security techniques in wireless 

communication systems. Although traditional physical 
layer encryption methods are effective, they lack 
adaptability to dynamic network conditions, whereas 
beamforming-based techniques provide directional 
security but are limited in handling unpredictable 
interference. The use of artificial noise is justified because 
it directly degrades the signal quality at the eavesdropper 
without affecting the legitimate receiver. Furthermore, the 
integration of machine learning enables the dynamic 
optimization of noise parameters based on real-time 
environmental conditions, thereby improving both security 
and system efficiency. Compared with existing methods, 
the proposed AN+ML framework provides better 
adaptability, robustness, and scalability, making it more 
suitable for modern and heterogeneous wireless 
environments. 

The overall methodology of the proposed system 
follows a structured workflow consisting of data 
acquisition, model training, noise prediction, noise 
injection, and performance evaluation steps. Initially, 
environmental parameters, such as signal strength, noise 
levels, and user characteristics, were collected and used to 
train the machine learning model. The trained model then 
predicts the optimal artificial noise levels in real time 
based on the current network conditions. Subsequently, the 
predicted noise is generated and injected into the 
communication signal to enhance security. Finally, the 
system performance was evaluated using key metrics, such 
as secrecy capacity, Bit Error Rate (BER), Signal-to-Noise 
Ratio (SNR), and throughput, under different network 
scenarios. This structured methodology ensures 
consistency with current research standards and supports 
the reproducibility and scalability of our proposed 
framework. 

Fig. 1. Architecture of the proposed artificial noise-based physical layer 
security framework showing the integration of machine learning for 
adaptive noise generation. 

A. Algorithm Design
In the development of our proposed security protocol

for wireless communication, the cornerstone is an 
advanced algorithm designed to generate and adaptively 
control artificial noise. This algorithm harnesses the 
principles of signal processing and machine learning to 
optimize noise parameters in real time, ensuring maximal 
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disruption to potential eavesdroppers while maintaining 
the quality of communication for authorized users. 
1) Detailed algorithm design

The proposed method works in five simple stages:
environmental sensing, noise prediction using machine 
learning, noise generation and injection, real-time 
adjustment, and performance evaluation. 
a) Stage 1: Environmental sensing and data acquisition

The first stage involves the continuous monitoring of
the wireless environment. This includes assessing key 
parameters, such as existing noise levels, signal strength, 
the number and behavior of active users, and potential 
security threats. The system utilizes network monitoring 
tools and sensing mechanisms to collect this information, 
which serves as the input to the machine learning 
model [35]. Fig. 2 illustrates the environmental sensing 
and data acquisition processes for adaptive artificial noise 
generation in wireless communication systems. 

Fig. 2. Environmental sensing and data acquisition. 

b) Stage 2: Noise level prediction using machine
learning

A supervised machine-learning model was developed 
and integrated into the security protocol to effectively 
predict the optimal artificial noise levels under varying 
environmental conditions. The model employed a 
multilayer Feedforward Neural Network (FNN) owing to 
its proven ability to capture the nonlinear relationships 
between environmental variables and the required noise 
levels. The input features to the model include real-time 
measurements such as signal strength, existing 
background noise levels, user density, and mobility 
patterns. The dataset used for training was generated 
through a combination of simulated wireless environments 
using the NS-3 simulator, and supplemented with 
empirical data collected from controlled wireless 
testbeds [36]. This dataset comprised over 10,000 labeled 
instances, each annotated with the corresponding optimal 
noise level that achieved the maximum secrecy capacity 
with a minimal BER for the legitimate receiver. The model 
was trained using the Mean Squared Error (MSE) as the 
loss function, optimized via the Adam optimizer, and 
evaluated using performance metrics such as the Root 
Mean Squared Error (RMSE) and R² score to ensure 
accuracy and generalizability. The training process was 
implemented in TensorFlow with early stopping and 
dropout regularization techniques to prevent overfitting. 
This machine learning integration ensures that the system 
can adaptively adjust artificial noise levels in real time, 

optimizing security without sacrificing performance 
across a wide range of communication scenarios, Fig. 3 
shows the comparison between estimated and predicted 
artificial noise levels [37]. 

(a) 

(b) 

Fig. 3. Comparison of artificial noise levels: (a) estimated noise levels 
and (b) machine learning-based predicted noise levels under varying 
network conditions. 

The architecture of the proposed machine learning 
model consists of an input layer corresponding to the 
environmental features, two hidden layers with 64 and 32 
neurons, respectively, and an output layer that predicts the 
optimal artificial noise level. Rectified Linear Unit (ReLU) 
activation functions were used in the hidden layers, 
whereas a linear activation function was employed in the 
output layer. The model was trained using the Adam 
optimizer with a learning rate of 0.001 over 50 epochs with 
a batch size of 64. 

The dataset used for training and testing consisted of 
approximately 10,000 samples generated from simulated 
wireless environments, with an 80:20 split for training and 
testing purposes. The performance of the model was 
evaluated using the Mean Squared Error (MSE), Root 
Mean Squared Error (RMSE), and coefficient of 
determination (R² score). The results indicate a low 
prediction error and strong generalization capability, 
ensuring an accurate estimation of the optimal noise levels 
under varying network conditions. 

푓(퐗) = 퐖�s(퐖�퐗 + 퐛�) + 퐛�  (1) 

where 퐗 = (푥�, 푥�, ×××, 푥�) represents the n-dimensional 
input feature column vector derived from the environment, 
퐖� and 퐖� denote the weight matrices of the hidden and 
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output layers, and 퐛�, 퐛ퟐ are the bias vector. The function 
휎(⋅) represents a nonlinear activation function, such as 
ReLU, which enables the model to capture complex 
relationships between environmental conditions and 
optimal noise levels. The output 푓(퐗)  denotes the 
predicted artificial noise level. 

퐿 = �
�
∑ (푦� − 푦��)��
���   (2) 

where 푦� is the actual noise level, and 푦�� is the predicted 
value. The model was trained / tested for N samples to 
minimize this loss function L using gradient-based 
optimization techniques. 

c) Stage 3: Noise generation and injection
Artificial noise was generated based on the predicted

noise levels. This is achieved using a Digital Signal 
Processor (DSP) that synthesizes noise at a specified level. 
The generated noise is then superimposed onto the 
communication signal in such a way that it significantly 
impairs the ability of the eavesdropper to intercept and 
decode the transmission [38], but it can be easily filtered 
out by the intended receiver using a predefined key or 
through the application of a noise cancellation algorithm, 
Fig. 4 presents the noise generation and injection 
mechanism in the communication system. 

Fig. 4. Noise generation and injection process showing how artificial noise is added to the transmitted signal to disrupt eavesdroppers while 
preserving legitimate communication. 

d) Stage 4: Real-time adjustment and feedback loop
The system does not remain static after the initial noise

injection; instead, it incorporates a feedback loop that 
continuously evaluates the effectiveness of the injected 
noise. This evaluation is performed using performance 
metrics such as the Bit Error Rate (BER) at the legitimate 
receiver and the estimated signal quality at potential 
eavesdropper locations [39]. Based on this feedback, the 
artificial noise level was dynamically adjusted in real time 
to maintain optimal system performance. Fig. 5 illustrates 
the real-time feedback loop used for adaptive noise control. 

In highly mobile scenarios such as vehicular 
communications and next-generation 6G environments, 
rapid variations in channel conditions can affect the 
responsiveness of the feedback mechanism. To address 
this challenge, the feedback loop can be further optimized 
by incorporating faster update intervals and predictive 
modelling of the channel dynamics. Additionally, 
mobility-aware parameters, such as user velocity and 
trajectory patterns, can be integrated as input features to 
enhance adaptability. The use of lightweight machine 
learning models and edge-based processing can further 
reduce the latency of decision-making. These 
enhancements enable the proposed system to maintain a 
stable and reliable performance even under high mobility 
and rapidly changing network conditions. 

Fig. 5. Real-time feedback loop for adaptive noise adjustment based on 
system performance metrics such as BER and signal quality. 

The feedback adjustment can be mathematically 
modelled as 

∆푤 = −휂∇퐿(푤)  (3) 

where ∆w represents the change in the model weights,  is 
the learning rate, ∇L(w) is the gradient of the loss function 
that measures the discrepancy between the desired and 
actual system performance. 
e) Stage 5: Security and performance evaluation

The final stage involved a comprehensive evaluation of
the security and performance of the system. Security is 
assessed by measuring secrecy capacity, which quantifies 
the difference in information access between legitimate 
users and eavesdroppers. The performance, on the other 
hand, was evaluated by analyzing the impact of noise on 
communication efficiency and system throughput as Fig. 6 
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shows the security and performance evaluation 
framework [40]. 

Fig. 6. Security and performance evaluation framework illustrating the 
assessment of secrecy capacity and communication efficiency. 

Mathematically secrecy capacity is represented as 
follows in Eq. (4): 

퐶� = 퐶� − 퐶�  (4) 

where 퐶� is secrecy capacity, 퐶� is the capacity of the main 
channel for the legitimate receiver, and 퐶� is the capacity 
of the wiretap channel for the eavesdropper. 

The proposed framework is grounded in physical layer 
security theory, where the secrecy capacity is maximized 
by increasing the uncertainty of the eavesdropper while 
maintaining reliable communication for legitimate users. 
The adaptive artificial noise mechanism dynamically 
balances this trade-off based on real-time channel 
conditions, thereby enhancing the security performance 
without significantly affecting the system efficiency. 

This detailed algorithmic approach ensures that the 
proposed security protocol is robust, adaptable, and 
efficient and can provide high levels of security in dynamic 
and challenging wireless environments. By leveraging 
both theoretical principles and practical implementations, 
this design aims to establish a new standard for wireless 
communication security as Fig. 7 represents adaptive noise 
cancellation with signal processing. 

Fig. 7. Adaptive Noise Cancellation (ANC) with signal processing for 
improving communication quality at the receiver. 

The computational complexity of the proposed AN+ML 
framework is primarily influenced by the machine learning 
model used for noise prediction and real-time signal 

processing operations. The Feedforward Neural  
Network (FNN) employed for noise estimation has a 
computational complexity of approximately O(nh+ho), 
where n represents the number of input features, h denotes 
the number of hidden neurons, and o is the output size. 
During inference, this computation is lightweight and 
suitable for real-time applications. In addition, the artificial 
noise generation and injection process involves standard 
digital-signal-processing operations with linear 
complexity. Overall, the proposed approach maintains a 
reasonable computational overhead and can be efficiently 
implemented in practical wireless communication systems. 

B.Implementation Tools and Technologies
To effectively implement and test the proposed security

protocol utilizing artificial noise for wireless 
communications, various advanced tools and technologies 
such as TensorFlow, PyTorch, NS-3, and OMNeT++ are 
required. These tools are essential for developing, 
simulating, and deploying algorithms that manage the 
injection of artificial noise into the communication 
channels. 

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

The implementation of the proposed security protocol 
utilizing Artificial Noise (AN), enhanced by machine-
learning-based dynamic adaptation, has provided 
extensive empirical insights into its ability to improve 
wireless communication privacy. Through a 
comprehensive series of simulations and real-world 
evaluations, the effectiveness of the model was validated 
across various environmental conditions and interference 
levels. This section presents a detailed analysis of the 
results, emphasizing quantitative performance metrics, 
comparative studies with baseline techniques, and an 
in-depth discussion of practical applicability [41]. To 
ensure a comprehensive evaluation, four key performance 
metrics were measured and analyzed: 
● Secrecy capacity (bits/s/Hz): This quantifies the rate

difference between the legitimate receiver and
eavesdropper, representing the protocol’s effectiveness
in maintaining confidentiality;

● Bit Error Rate (BER): This indicates the proportion of
incorrectly decoded bits for both legitimate and
unauthorized receivers, reflecting the reliability and
robustness of transmission under artificial noise;

● Signal-to-Noise Ratio (SNR): This measures the ratio
between signal power and background noise power,
particularly relevant after artificial noise injection, to
assess the quality of legitimate communication;

● System Throughput (Mbps): Evaluates the overall data
delivery efficiency across the network, demonstrating
whether enhanced security measures impact the
communication performance.

A. Simulation Setup and Execution
Simulations were conducted using NS-3, modeling both

urban and rural topologies under low and high interference 
conditions. The communication model incorporates 
Rayleigh and Rician fading channels to represent realistic 
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propagation effects [42]. A machine learning control unit, 
implemented in TensorFlow, dynamically adjusted the AN 
power levels based on real-time SNR, interference 
intensity, and estimated eavesdropper proximity. This 
ensured that security adaptation occurred autonomously, 
optimizing privacy enhancement and throughput stability. 

Simulation data were post-processed using Python 
(NumPy and Pandas) and visualized using Tableau to 
ensure a precise and accurate analysis. The experimental 

parameters are as follows [43]. 
● Transmit power: 20 dBm to 30 dBm;
● Bandwidth: 10 MHz;
● Carrier frequency: 2.4 GHz;
● Channel model: Rayleigh–Rician fading;
● Mobility: 1 m/s to 10 m/s (for urban users).

The summarized outcomes are presented in Table I,
highlighting secrecy capacity, BER, SNR, and throughput 
under different environmental conditions. 

TABLE I: PERFORMANCE EVALUATION METRICS 

Scenario Secrecy Capacity (bits/s/Hz) BER (Legitimate Receiver) BER (Eavesdropper) SNR (dB) System Throughput (Mbps) 
Urban High Interference 0.75 0.02 0.35 20 45 
Urban Low Interference 0.85 0.01 0.50 25 50 
Rural High Interference 0.65 0.03 0.30 15 40 
Rural Low Interference 0.90 0.005 0.55 30 55 

In addition to the simulations, limited real-world test 
scenarios were conducted to evaluate the practical viability 
of the proposed protocol. These tests were performed using 
Software-Defined Radios (SDRs) in controlled indoor 
wireless environments that mimicked both urban and rural 
conditions [44]. The empirical results were consistent with 
the simulation outcomes, particularly in maintaining a low 
BER for legitimate users, while significantly degrading the 
decoding ability of the eavesdropper. Furthermore, a 
comparative analysis was conducted between the proposed 
protocol and two widely referenced baseline approaches: 
standard physical-layer encryption and beamforming-
based obfuscation. As shown in Fig. 8, the proposed 
method consistently outperforms these techniques in terms 
of secrecy capacity and adaptability to dynamic network 
conditions. Specifically, while traditional encryption 
achieved an average secrecy capacity of 0.65 bits/s/Hz and 
beamforming-based methods reached up to 0.72 bits/s/Hz, 
the proposed approach achieved values of up to 0.90 
bits/s/Hz, particularly in rural low-interference 
environments. These findings validate the effectiveness of 
integrating artificial noise with machine-learning-based 
adaptive control and demonstrate the superiority of the 
protocol in preserving wireless communication privacy 
under diverse conditions [45]. 

Fig. 8. Performance evaluation metrics under different scenarios 
showing secrecy capacity, BER, SNR, and throughput comparison. 

In addition to these baseline comparisons, the proposed 

framework was further evaluated against recent physical 
layer security approaches reported in 2024–2025, 
including reinforcement learning-based adaptive noise 
techniques, Intelligent Reflecting Surface (IRS)-assisted 
security models, and deep learning-based secure 
communication frameworks. Although these advanced 
methods offer improved adaptability, they often involve 
higher computational complexity and increased system 
overhead. In contrast, the proposed AN+ML framework 
achieves a competitive secrecy performance with a 
significantly lower computational burden, making it more 
suitable for real-time and resource-constrained wireless 
environments, such as IoT systems. 

The SDR-based implementation utilized Universal 
Software Radio Peripheral (USRP) devices operating at 
2.4 GHz, with GNU Radio employed for real-time signal 
processing and artificial noise injection. The experiments 
were conducted in a controlled indoor environment with 
configurable interference levels to emulate the practical 
deployment scenarios. Key performance metrics, 
including the BER and SNR, were measured using 
real-time monitoring tools to validate the effectiveness of 
the proposed approach. 

To ensure the reliability of the obtained results, the 
simulations were repeated multiple times under identical 
conditions, and the reported values represent the averaged 
outcomes. The variation across the repeated runs was 
minimal, indicating stable system performance. 
Preliminary statistical analysis confirmed that the 
improvements in secrecy capacity and BER were 
consistent, demonstrating the robustness of the proposed 
AN+ML framework under different network conditions. 
The experimental setup was designed to approximate real-
world wireless environments by incorporating practical 
variations in the channel and interference conditions. The 
close agreement between the simulation and SDR-based 
results confirms the reliability and practical applicability 
of the proposed framework. 

B. Comparative Performance Evaluation
To establish the superiority of the proposed protocol,

comparisons were made against two established baseline 
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TABLE II: COMPARATIVE PERFORMANCE METRICS OF PROPOSED 
AN+ML PROTOCOL AGAINST BASELINE APPROACHES 

Metric 
Physical 
Layer 

Encryption 

Beamforming-
Based 

Obfuscation 

Proposed 
AN + ML 
Protocol 

Average Secrecy 
Capacity (bits/s/Hz) 0.65 0.72 0.90 

Average BER 
(Eavesdropper) 0.28 0.33 0.50 

Throughput 
Retention (%) 92 95 96 

The proposed scheme achieved an average 25% to 30% 
improvement in secrecy capacity over existing models 
while maintaining a throughput reduction below 5%, 
thereby demonstrating its practicality for real-time 
systems [46]. In addition to the achieved security 
improvements, the computational and energy overhead 
introduced by the machine learning model was also 
analyzed. The proposed Feedforward Neural 
Network (FNN) adopts a lightweight architecture with a 
limited number of hidden layers and parameters, resulting 
in low computational complexity. The inference process 
primarily involves matrix multiplications and activation 
functions, which are computationally efficient and suitable 
for resource-constrained IoT devices. Experimental 
observations indicate that the additional computational 
overhead is minimal (approximately 5–8%) compared to 
the overall system processing cost, while the 
corresponding energy consumption remains significantly 
lower than the communication energy. 

In low-interference urban environments, the secrecy 
capacity was maximized at 0.90 bits/s/Hz. Even under high 
interference conditions, the adaptive control mechanism 
effectively maintained a stable performance by 
dynamically tuning the artificial noise power. These 
results highlight the combined advantages of artificial 
noise and machine learning-based adaptation in enhancing 
wireless communication privacy while retaining network 
efficiency. 

C. Efficacy of Artificial Noise
The data demonstrate that artificial noise significantly

increases the secrecy capacity in various scenarios, 
particularly in urban environments with low interference, 
where eavesdroppers experience a higher BER, indicating 
successful obfuscation of the signal. The slightly higher 
BER for legitimate receivers in high-interference scenarios 
suggests the need for further optimization of the noise 
parameters to balance security with communication 
quality. 

D. Adaptation by Machine Learning
The machine learning component proved vital in

dynamically adjusting the noise levels and adapting 
effectively to changing environmental conditions and 
threat levels. This adaptation helps to maintain an optimal 

balance between security and performance, as evidenced 
by the minimal impact on system throughput, even under 
conditions of high interference. 

E. Signal Quality and Throughput
The SNR values remained within the acceptable ranges,

confirming that the communication quality for legitimate 
users was not compromised. Importantly, system 
throughput, a critical measure of network efficiency, 
showed only marginal decreases, even when security 
measures were significantly ramped up [47]. 

The implementation of the proposed security protocol 
using artificial noise clearly demonstrates its potential to 
effectively enhance privacy in wireless communications. 
The protocol not only increases the difficulty for 
eavesdroppers to decode transmitted data but also has a 
minimal impact on the performance experienced by 
legitimate users [48]. Future work will focus on refining 
the noise generation algorithms to further reduce the BER 
for legitimate receivers in high-interference environments 
and explore the integration of more advanced machine 
learning models to enhance the adaptability of security 
measures [49]. These findings provide a robust foundation 
for advancing the state of wireless communication security, 
offering a scalable and efficient solution to the growing 
concerns regarding data privacy in our increasingly 
connected world. 

However, while the present results validate the 
feasibility and consistency of the proposed approach, the 
observed improvements remain moderate and may not yet 
represent statistically significant advances for journal-
level benchmarks [50]. To address this, future work will 
focus on expanding the experimental scope by 
incorporating larger datasets, broader network 
configurations, and comparisons with more recent state-
of-the-art protocols. Additionally, integrating advanced 
adaptive learning mechanisms such as reinforcement 
learning and context-aware optimization will further 
enhance performance and yield more pronounced security 
gains [51]. Despite the encouraging results, the current 
study is limited by the scale of real-world validation and 
controlled experimental conditions. Future work will focus 
on large-scale deployments, diverse mobility scenarios, 
and comparison with additional recent methods to 
strengthen robustness and generalizability.  A trade-off 
analysis between energy consumption and security gain 
was also considered. Although the integration of artificial 
noise and machine learning introduces a slight increase in 
computational and energy overhead, this cost is justified 
by the significant improvement in secrecy capacity and 
communication security. Specifically, an increase of less 
than 10% in energy consumption results in an 
improvement of up to 30–35% in secrecy capacity, 
demonstrating an efficient balance between energy usage 
and security performance. This makes the proposed 
framework suitable for IoT and next-generation wireless 
communication systems. 

V. CONCLUSIONS

Wireless communication systems are increasingly 
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approaches: i) standard Physical Layer Encryption (PLE) 
and ii) Beamforming-Based Obfuscation (BBO). The 
comparative performance results are summarized in  
Table II, demonstrating the superiority of the proposed 
AN+ML protocol. 

International Journal of Electrical and Electronic Engineering and Telecommunications Vol. 15, No. 5, 2026



vulnerable to privacy threats, creating a strong need for 
efficient and adaptive security solutions. This paper 
presents a novel framework that integrates artificial noise 
with machine learning to enhance physical layer security 
in wireless networks. The proposed approach 
demonstrates significant improvements in secrecy 
capacity (up to 0.90 bits/s/Hz) while maintaining low bit 
error rates for legitimate users and stable system 
throughput, thereby ensuring both security and 
communication efficiency. Compared to conventional 
techniques such as physical layer encryption and 
beamforming-based methods, the proposed model offers 
improved adaptability and robustness under dynamic 
network conditions. However, certain challenges remain, 
particularly in energy-constrained and highly mobile 
environments where optimal noise tuning becomes more 
complex. Future work will focus on optimizing adaptive 
noise generation for low-power devices, enhancing 
scalability, and extending the framework to emerging 
communication paradigms such as 5G/6G and 
Vehicular (V2X) networks. Overall, the proposed 
approach provides a scalable, efficient, and intelligent 
solution for strengthening next-generation wireless 
communication security. 
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