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Abstract—The Internet of Things (IoT) is widely adopted
across numerous industries including healthcare, industrial
automation, and smart infrastructure. These deployments
reveal critical security vulnerabilities in systems that rely on
IoT technologies, IoT networks are heterogeneous, resource-
constrained, and exposed to dynamic attack vectors making
them increasingly vulnerable to threats such as Distributed
Denial-of-Service (DDoS) attacks, malware propagation and
data breaches. Traditional Intrusion Detection Systems (IDSs)
which rely on static rule-based approaches, fail to scale
effectively with the diverse attack patterns and
computational constraints inherent in IoT ecosystems. This
paper proposes a framework that integrates Convolutional
Neural Network (CNN)-based spatial feature extraction,
LSTM-based temporal modeling, and an adaptive weighted
ensemble for attention-guided intrusion detection. An end—
to—end architecture, specifically designed to operate within
heterogeneous and resource-constrained IoT environments.
for the holistic spatial-temporal dependency analysis. The
framework is evaluated on benchmark datasets and achieves
competitive performance, attaining 98.9% accuracy, a 98.3%
F1-Score, and a 0.994 Receiver Operating Characteristic-
Area Under the Curve (AUC-ROC) on the 10T-23 dataset.
The framework also demonstrates strong effectiveness
against stealthy attacks, achieving detection rates of 99.1%
for low-and-slow DDoS attacks and 98.4% for botnet attacks
while adapting effectively to heterogeneous IoT
environments. Because training requires substantial
computation, it is performed offline in the cloud. The edge
model deployed at the devices executes inference only, so it
will produce a low latency of 4.2 milliseconds per sample. As
well as having a low memory footprint, this means that it
supports real-time operations using IoT gateways.

Index Terms—deep learning IDS, internet of things security,
intrusion detection system
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[. INTRODUCTION

Numerous heterogeneous Internet of Things (IoT)
devices interconnect to form vast networks that
continuously exchange information in smart homes, health
care organizations, factory automation systems, and
critical infrastructures. While connectivity provides
greater efficiencies by automating device interaction, it
also greatly increases the number of devices connected to
modern networks; therefore, increasing the potential for
malicious activity directed at a network or device.

IoT devices often contain limited processing power,
memory size and battery life, and therefore cannot use
conventional security techniques effectively. Thus, IoT
devices are highly targeted by cybercriminals wishing to
execute Distributed Denial-of-Service (DDoS) attacks,
botnets, spread malware or exfiltrate sensitive data.

Traditional Intrusion Detection Systems (IDSs) are a
major component of protecting IoT-based environments.
Unfortunately, current approaches rely on signature-based
rule sets or shallow machine learning developed using
basic data science principles (e.g., classification
algorithms), which cannot generalize for attacks that may
be encountered in the future or produce a high number of
false positive alerts and do not perform well when
processing the volume of traffic experienced by IoT
deployments. Furthermore, malicious activity may take on
new characteristics as attackers evolve their behaviours
over time, necessitating the development of models that
learn from the inherent complexity of network traffic in
terms of spatial and temporal patterns.

Problem Statement — The objective of this work is to
design an intrusion detection framework that models both
the spatial and temporal behaviors of IoT traffic, reduces
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class imbalance across heterogeneous IoT datasets,
provides high levels of detection accuracy for stealthy
attacks, and can be deployed on edge devices within a
reasonable computational budget. The limitations of
current IDS include limited ability to accomplish the full
complement of design requirements or some subset
requirements.

This work is motivated by the use of deep learning as
an adequate base for an IDS and specifically employs
CNNs for detecting spatial correlations and local
anomalies in packet-level features and Long Short-Term
Memory Networks (LSTMs) for detecting temporal
dependencies across concurrent traffic flows. Further
combining these two methods enables detection of multi-
faceted and stealthy attacks which may not be clear from
an individual observer view.

Towards this goal, the work proposes an all-in-one
Deep Learning Based ID System that can capture spatial
and temporal interactions through the use of Convolutional
Neural Network (CNN), LSTM and Attention mechanisms.
Also, the framework utilizes an ensemble decision strategy
and a distributed time aware structure, where training is
performed through cloud-based services and lightweight
inference occurs through edge-based methods, evaluating
the proposed architecture on multiple benchmark datasets
to demonstrate operational viability across multiple attack
types.

This work introduces a unified intrusion detection
framework, tailored for heterogeneous IoT environments.
Unlike prior CNN-LSTM or ensemble-based IDS
approaches, that primarily stack models or fuse predictions,
the proposed system integrates three design principles at
both architectural and deployment levels.

The main contributions are summarized as follows.
We design an attention-guided CNN-LSTM
architecture that jointly learns spatial and temporal
representations within a unified end-to-end model.
We introduce an adaptive weighted ensemble that
assigns class-specific weights rather than fixed

voting.
e We provide a fully reproducible preprocessing
protocol including normalization, imbalance

mitigation, and stratified splits.

We implement a cloud—edge deployment strategy
that separates training from inference to support
real-time loT gateways.

We validate the framework on four large-scale
datasets and demonstrate consistent improvements
in accuracy, F1—Score, and AUC over recent CNN—
LSTM and ensemble IDS baselines.

II. RELATED WORK

Research in cyber security presents the Extended
Internet of Things (XIoT) model which uses CNNs to
analyze the network traffic spectrogram images for the
detection of complex attack patterns and enables the
interpretation through the use of explainable Al
mechanisms so that actionable insights could be offered to
the cybersecurity analyst. The paper is XIoT which is
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optimized for high-speed optical networks that support
real-time detection and scalability [1]. The paper
introduced an FPGA-attached IDs based on Meta
ensemble learning and an XGBoost-based hybrid deep
learning model, using an LSTM-CNN hybrid model for
accurate real-time threat detection in conjunction with a
realistic environment. It has achieved high rates of
detection, with less than 0.08% in the case of false
positives, across different datasets such as NSL-KDD and
CICIDS2017, and seeks to address all communication and
security issues of [oT vulnerabilities [2]. The study tackles
the issue of data imbalance in intrusion detection, which
causes the difficulties in security for [oT, using Generative
Adversarial Networks (GANs) to generate larger balanced
datasets of still realistic synthetic cases. In addition, hybrid
deep learning-based IDS models, including among others
CNN-RNN, CNN-LSTM, and CNN-GRU, will be
presented to detect attacks on the Message Queuing
Telemetry Transport (MQTT) protocol. The results
presented show an improvement in accurate detection with
a reduced number of false positives, thus proving the
efficacy of the devised approach using GANSs in protecting
IoT networks against advanced cyber threats [3]. This
article discusses problems of cybersecurity, as connected
devices increase exponentially to 17 billion by 2024. This
article also discusses the criticality of intrusion detection
for the cybersecurity against cyberattacks, and the
effectiveness of deep learning in intrusion detection, while
presenting a Deep Neural Network (DNN) that achieved
an accuracy of 92% using an NSL-KDD dataset, which
emphasizes the urgent need for fair cybersecurity to reduce
losses from breaches both from data and financial costs [4].

This study presents a HDBODR-DLCS approach,
which combined dimensionality reduction with deep
learning to stimulate intrusion detection for IoT network
cybersecurity, it performs Z-score normalization, Hybrid
Dung Beetle Optimization (HDBO) for feature selection,
and an Attention-Based Bidirectional Recurrent Neural
Network (ABiRNN) for intrusion detection. The hyper
parameter optimization uses an Artificial Rabbits
Optimization (ARO) algorithm improving classification
performance. When the method was tested using
benchmark IDS datasets, it achieved superior performance
than previous methods and improved effectiveness for [oT
cybersecurity [5]. Currently, it provides a solid method for
secure identification and polarization of infiltration, using
instant DenseNet convolutional neural networks and
RAPNet for feature extraction, along with Binary Pigeon
Optimization Algorithm (BPOA) to using it for feature
selection. Adversarial networks generatively address the
data imbalance, generating instance for minority classes, it
added another level of performance to the model with
formidable accuracy —99.12, 99.01, and 99.18 for the
BotloT, CICIDS2017, and CICIDS2019 datasets
respective. Even so, important factors such lacking in
standard IoT security protocols, and adverse attacks from
adversaries required just as much consideration while
designing intrusion detection systems with machine
learning, as well [6]. The research provides an advanced,
fast, and deep learning approach for IoT network intrusion
into the CICIDS2017 dataset, capable of addressing almost
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all manner of cyber-attack that would likely be faced, even
DDoS attacks and bot activity. The architecture is
comprised of dense transition layers integrated with LSTM
architecture using them to capture both spatial and
temporal dependencies to eventually equal an accuracy of
99.7%. Full benchmarking proved reliability, steadiness,
and resilience against Gaussian noise, comparisons clearly
and vastly showed while comparing to more traditional
approaches, suitability through in-depth performances
metrics showed it was far superior in various attack context
and scenarios [7].

In the last few years, the work in [oT security systems
has made a significant impact, because of the unique
nature of issues related to IoT systems. A substantial
portion of previous work into IoT security was based on
signature-based detection models considerable problems.
As an example, the authors did a big experimentation with
using rule-based systems after signature-based detection
systems, and achieved a good accuracy average in
detecting new attacks in IoT networks [8]. Also, this type
of limitation has also been discussed in Ref. [9], they did
evaluation of historical IDS methods being ineffective
toward the scale and heterogeneous nature of modern IoT
networks. Deep learning approaches are beginning to
emerge to solve this issue, Hnamte et al. [10] produced a
deep learning structure by using deep neural network
model for the detection of DDoS with an accuracy of 99%,
and also computationally feasible for a lower resource IoT
device application. Their work was especially aimed at the
detection of DDOS attacks with competitive pattern
detection, and matching in network traffic. Building from
that work, Saeed [11] proposed a hybrid CNN-LSTM
intrusion detection model that captures spatial and
temporal traffic features. Where, it achieved over 98%
accuracy on benchmark datasets and reduced false alarms
compared to traditional models [12]. Analyzed traditional
IoT security mechanisms, and proposed deep learning-
based improvements using CNN-LSTM architectures.
They demonstrated better adaptability, detection accuracy,
and efficiency in IoT environments. Further, extending
this approach, Shtayat et al. [13] brought up an ensemble
approach consisting of multiple deep learning models,
established a competitive in attack detection, and
addressed a highlighted challenge in performing well
across heterogeneous loT devices. Resource efficiency has,
thus, remained a critical concern for IoT security
implementation. Amgbara et al. [14] made a leap forward
in this respect by providing a lightweight deep-learning
architecture optimized for resource-restricted loT devices.
Their solution attained 90% accuracy at a cost of
consuming 60% lesser computational resources than
traditional deep-learning approaches, making it more
applicable in real-world deployable scenarios of IoT.

Lately, researchers have started making their first steps
towards federated learning integrated with a deep learning-
based IDS solution. Distributed learning has been
successfully demonstrated on IoT networks [15], where
the performance experimentally attained was quite
impressive, with an accuracy value of 92.78% on on NSL-
KDD. This was achieved in a data-privacy-preserved
fashion demonstrating inspirational potential, especially in
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smart-home contexts where privacy issues matter most.
Integrating the use of privacy preserving measures along
with much of the good work on effective intrusion
detection will propel the field significantly in addressing
security and privacy concerns in this class of networks.
Emerging developments in transfer learning have shown
to be effective in IoT security. Recently, Fares ef al. [16]
demonstrated transfer learning applied to adapting pre-
trained deep learning models to new loT devices, revealing
that only slight training would allow for 98.97% accuracy
within 1 hour of deployment. Also, Dusi [17]
complemented this work by showing a technique for
domain adaptation that would allow security models to
perform well across different IoT protocols and types of
devices. Explainable Al in IoT security systems has gained
real traction. Recently, Jain et al. [18] proposed a
framework that blended the performance of deep learning
with security decisions that are understandable to humans,
making this possible for security administrators to learn/
verify the detection in the system, they achieved 99.92%
detection accuracy while attributing detection decisions.

In addition to this, Djenouri et al. [19] developed an
attention-based approach that focuses on highlighting
network behavior, that security teams can -easily
investigate and respond to. Recent developments study’s
anomaly detection are focusing on the issue of concept
drift for IoT networks. For example, Kuraku [20]
introduced an adaptive learning approach that modified
detection models to account for attacks, and sustained
learning on new attack patterns, and was able to keep high
detection accuracy despite evolution of the attacks and
their signature behavior. Similar work by Ref. [21] built on
the former work to introduce an adaptive threshold
mechanism resulting in reductions of false positive scores,
while maintaining high detection sensitivity in accordance
with the trade-off inherent to anomaly detection. In this
regard, Edge computing integration for loT security, it has
come to be seen as one of the most significant directions
of research. For instance, Asudani et al. [22] showed
successful developments of a distributed deep learning
model at the network edge, which achieved a reduction in
detection latency compared to non-distributed approaches.
Likewise, Shekhar et al. [23] developed a hierarchical
detection framework which optimally shared the
computation load between edge nodes and cloud resources
across varying network conditions. Also, some other
papers discuss other several issues [24—26].

While there have been a number of recent studies using
hybrid approaches of an IDS built using both CNN and
LSTM deep learning models, as well as an ensemble of
these types of models, a majority of these studies utilize
either a standard sequential stacking technique without
attention modelling to combine CNN and LSTM layers or
simply apply a majority or average voting scheme to
perform fusion. The outcome of this fusion process will
usually display spatial and temporal representation
independently and will not typically incorporate any
weighting specific to the nature of the attack or applied
deployment constraints. In contrast, we propose an
attention guided CNN-LSTM backbone fused with an
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ensemble voting strategy that provides adaptive weighting
and also provides a deployment aware architecture to
separate the arduous training from lightweight inference.
This coordinated work enables improved discrimination of
stealthy types of attacks and efficient operation on IoT
devices that are resource limited.

Recent research continues to advance understanding of
attention mechanisms, enable more efficient lightweight
deployment, and develop novel designs for ensemble-
based Internet of Things (IoT) Intrusion Detection
Systems (IDS). Attention-based deep models as well as
adaptive ensemble--based models have shown to increase
robustness over heterogeneous traffic and to scale better
with larger datasets as well as cloud-edge/distributed
deployments have shown to improve the speed of
inferences while decreasing resource consumption. These
results support the need to continue developing hybrid
approaches combining attention modeling and ensemble
learning with deployment-aware designs which is the
focus of this proposed framework [27-31]. Table I
presents a comparative summary of the evaluated IDS
models and their key architectural features.

TABLE I: FEATURE COMPARISON BETWEEN BASELINE IDS MODELS AND
THE PROPOSED FRAMEWORK

Method Attention Ada})tlve Multi-dataset  Edge-aware
weights
CNN-
LST™M No No Partial No
baseline
En;e)rgble No Fixed Partial No
Proposed Yes Yes Yes Yes

III. IOT IDS FRAMEWORK ARCHITECTURE

This section proposes a deep learning-based IDS
architecture for IoT networks that incorporates spatial,
temporal, and attention-driven mechanisms to address the
heterogeneous and dynamic nature of [oT attacks through
mathematically rigorous components. Fig. 1 shows the
robustness of the proposed IoT IDS Framework
architecture, using multi-layered approach, which is
designed to protect the IoT ecosystems against
continuously evolving cyber threats. This approach is also
evaluated using four different datasets (NSL-KDD,
CICDDo0S2019, I0oT-23, and Bot-1oT) to ensure coverage
for DDoS, botnets, and malware attack vectors, while
simultaneously capturing the patterns of legitimate IoT
traffic.

The architecture shown in Fig. 1 operates through two
main phases: training and inference, during the training
phase raw network data collected from IoT devices are
preprocessed using (normalization, feature engineering,
and labeling) to be prepared for optimizing spatial-
temporal feature extraction, after which a deep learning
model is built and trained to detect sophisticated attack
behavior, by using CNN (to highlight spatial anomalies),
LSTM (to consider temporal dependencies), and hybrid
architectures (CNN-LSTM and Attention-CNN-LSTM)
for attack detection. In the inference phase, real-time IoT
traffic data undergo the same preprocessing steps and are
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analyzed by deployed models, where a decision
mechanism aggregates outputs using threshold-based
voting or weighted ensemble learning to trigger
explainable alerts (e.g., “DDoS detected via traffic spike”).
The model transfer process enables new models to be
introduced to edge devices using methods such as
lightweight optimizations and secure OTA updates while
also adhering to the limitations on the available resources
for edge devices imposed by these devices. The modular
nature of this framework allows the preprocessing or
model components to be wupdated independently;
furthermore, the scalable nature of the design allows for
the deployment of this model transfer process over
heterogeneous IoT devices. There remain, however,
significant challenges that must be addressed as this
process matures, including but not limited to the ability to
provide resilience to adversarial attacks, a privacy
preserving mechanism (such as federated learning), and
the potential trade-off between computational efficiency
and accuracy of detection. Competitive ML models,
validated data sets, and an adaptive decision logic provide
the ability for this architecture to adapt and provide
enterprise-level capabilities for real-time mitigation of
threats in loT network environments.

10T IDS Framework Architecture

Training Phase Inference Phase
PRTET loT Devices
NSL P.OD | GIODS2017
foT-23| Bat Lof *
+ Data Collaction
Data Preprocessing +
Data Preprocessing
Model Tralining +
o ‘v fM;d:i‘. ”
LSTM ‘ o
CMNLSTM TN

Model Tranafer

Attention CMN LSTM

Logend: Training Phase:  Inference Phase

Fig. 1. Proposed attention-CNN-LSTM intrusion detection framework
architecture.

A CNN extracts spatial features from input data using
Convolution layers that are optimized, while a LSTM
manages temporal relationships among data that are
sequentially  related. =~ The attention mechanism
dynamically weighs relevant steps in time and combines
them in order to create a context vector that is used to
improve the results of the classification process. A
weighted ensemble technique aggregates multi-class threat
detection predictions. The weighted ensemble technique
uses a cross-entropy loss function to optimize predictions
in order to minimize misclassification.

A. Mathematical Framework for Deep Learning-Based
Intrusion Detection in IoT Networks

The mathematical representation of the framework
defines network traffic as a tensor X € R¥VXT>P  with N, T,
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and D represent the number of samples the temporal
sequence length and feature dimensionality respectively.
The CNN employs optimized convolutional layers to
obtain spatial features from the input, while the LSTM can
capture temporal dependencies between sequentially
arranged data samples. The attention mechanism assigns a
weight to each relevant time step dynamically, forming a
context vector that can improve classification results; a
weighted ensemble method is used to aggregate
predictions for multi-class threat detection, optimized with
a cross-entropy loss function to maximize minimization of
misclassifications.

Extensive experimentation on benchmark datasets
(NSL-KDD, CICIDS2017, 1IoT-23 & Bot-loT)
demonstrates that the framework provides excellent
performance in this area, with accuracy and F1—Scores
exceeding 98% when tested against some of the hardest
threats, including botnets and data exfiltration.
Furthermore, resource utilization study results have
demonstrated the feasibility of the framework for Edge
deployments, achieving a balance between detection
performance and computational efficiency. As such this
work advances the theoretical foundations of deep learning
for IoT security, and provides a scalable enterprise-grade

threat management solution suitable for real-time
environments with strict resource limitations.
B. Architectural Design Considerations

The four main constraints for developing the

architecture were all based on IoT. The first, flow and
packet type, demonstrates the variance of data both
spatially and temporally. CNN layers will detect any local
spatial distortions and LSTM layers will predict time series
behavior. The second limitation is due to the differences
between the data sets and categories of the attack. The use
of the attention mechanism selects which of the time steps
are relevant for calculating the output during the inference
phase. The third restriction is due to individual detectors in
the study exhibiting a bias towards one of the four attack
types analyzed. By implementing an adaptive weighted
ensemble, class-aware weights may be allocated to each of
the models in the ensemble based on the performance of
each detector during the validation stage. The fourth
limitation to designing a cloud-based model is limited
resources for both storage and CPU at the IoT gateway
level. As a result, all training performed within the
architecture of this study can be completed centrally
through the cloud while all inference tasks can be
summarized quickly and efficiently at the edge. Each of
these four variables contributed to constructing this unique
architecture as well as making it fundamentally different
from traditional stacked CNN-LSTM architectures.

C. Model Definitions

This section will focus on the architectural aspects of
the proposed deep learning framework, specifically
intended to address spatiotemporal characteristics of IoT
network traffic. CNNs extract spatial features from raw
traffic data in a hierarchical manner via convolutional
layers, revealing localized structural patterns, such as
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anomalous protocol behaviors or discrepancies in packet
headers from the data being processed. Then, analyze the
sequences of traffic flows in an LSTM to model temporal
dependencies this will help to recreate patterns of behavior,
(e.g., multi-stage attacks or more lengthy periodic
malicious behaviors). Therefore, a hybrid CNN-LSTM
architecture supports the extraction of the spatial, and
temporal input to achieve both structural and temporal
attack signature analysis together. The attention-map-
based CNN-LSTM model refines the temporal modeling
by assigning dynamic weights to the more aggressive time
steps (e.g., initiation of attack or payload exfiltration
phases) to generate a context-aware representation.
Combined, these models represent a versatile feature-
processing pipeline tailored for the identification of multi-
faceted security threats in heterogeneous IoT systems.

1) CNN model

F. = CNN(X), F; € RF @)
where F, is the number of spatial features.
2) LSTM model
hy, cp = LSTM(F,), hy € RH @)

where h; and c¢; denote the hidden and cell states at time
step T, and H is the hidden-state dimension.

3) CNN-LSTM hybrid model

F. = Concatenate(F,, hy), F, € RFtH 3)
Vhat = softmax(We - Fa+ba)  (4)
4) Attention-CNN-LSTM model
o Compute attention weights:
a;, = softmax(wl tanh(W,h, + U,F.))  (5)
e Context vector:
C=Xliah (6)

e (lassification:

Att—CNN-LSTM

Yhat = softmax(Wo[C; F;] + baee) (7)

D. Decision Mechanism

The decision mechanism synthesizes the predictions
generated by individual models into a single final
classification through a robust voting process. Weighted
ensemble techniques factor in predictions from CNN,
LSTM, hybrid, and attention-augmented models using
learned weighting schemes. Weights are learned in the
training phase such that models with higher discrimination
ability for certain attack classes are favored (for example,
time-based models for botnet detection, spatial ones for
header spoofing). This adaptive fusion reduces the bias
introduced by the individual architectures on their own
(constructed by introducing the LSTM to noise in longer
sequences or limited temporal context of the CNN) while
still being able to exploit their complementary strengths.
This mechanism enables uncertainty estimation through
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consensus analysis among trained models, which is critical
for real-time systems requiring interpretable confidence
scores.

e Aggregate predictions from multiple models:

CNN ,,LSTM

CNN-LSTM , Att—-CNN-LSTM
Yhat »Yhat

» Yhat » Vhat

®)

Weighted sum aggregation:

— CNN , LSTM ,,CNN-LSTM _ Att—CNN-LSTM
Yfinal = (aWcomb [yhat »Yhat »YVhat » Jhat
+bcomb) (9)

where o is the softmax function for multi-class or sigmoid
for binary classification.
o Weights wy, satisfy Y, w,, = 1 and w,,, = 0.
e Loss Function
o For binary classification:

Loss = ytruelog (yfinal) - (1 - ytrue)IOg (1 - yfinal) (10)
where y € {0,1} denotes the ground-truth label.

o For multi-class classification:
e Use categorical cross-entropy.

E. Evaluation Metrics

Evaluating the proposed framework according to the
criteria that define how IoT-related data will provide the
desired level of assurance regarding the integrity and
availability of IoT devices through superior performance
in security incident/event data assessment against
established standards for precision and recall indicates a
great deal of confidence in the proposed framework.
Overall accuracy provides an indication that the proposed
framework  will  provide reasonably  accurate
representations of its effectiveness; however, precise
measures must continue to be taken in order to reduce false
positives associated with benign traffic and maximize the
number of correct detections associated with stealthy
attacks. The continued prevalence of class imbalance will
likely complicate the analysis of the effectiveness of loT
security datasets; however, the F1—Score provides a
single-staged measure that combines precision and recall
into one balanced measure. Therefore, the use of the F1—
Score, when assessing the potential for both incident
detection fidelity and for detecting rare but critical
incidents (i.e., data exfiltration), will continue to be used
in the assessment of IoT security frameworks. When
evaluating the overall robustness of the proposed
framework when establishing an adaptive framework over
time, the (Area Under the Curve) AUC-ROC metric will
continue to provide indications regarding the confidence
that can be established from using the proposed framework
in an adaptive environment. In summary, the combination
of these metrics demonstrates that the proposed framework
is both functionally feasible and able to achieve significant
levels of detection performance and low levels of
computational requirements when deployed on IoT edge
devices with limited computational resources.

1) Accuracy

TP+TN

Accuracy = ————
y TP+TN+FP+FN

(11

2) Precision
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Precision = —— (12)
TP+FP
3) Recall
_ TP
Accuracy = ey (13)
4) F1-Score
F1 — Score = 2 Prec.is'ion-Recall (14)
Precision+Recall
5) AUC-ROC
AUC = [, dxTPR(FPR) dFPR (15)

where TPR (FPR) is the True Positive Rate (7PR) as a
function of the False Positive Rate (FPR), FPR usually
ranging from 0 to 1, and d FPR is the infinitesimal change
in FPR along the x axis.

F. Deployment Strategy: Cloud Training and Edge
Inference

The proposed framework utilizes a two-component
approach to implement the computationally-expensive
training phase of the model separately than from the
lightweight inference phase, allowing for greater
compatibility with resource-constrained [oT devices.

1) Cloud-based training phase

All model training (including Hyper parameter
optimization and ensemble weight optimization) is
executed offline on cloud-based or data-center-based GPU
processors to provide efficient storage and processing
capabilities. This process can be executed periodically and
is primarily based upon the availability of the dataset that
has been previously captured, as well as the emergence of
new attack patterns. The amount of memory and duration
of the training session are high as a result of utilizing the
entire dataset when processing and optimizing the model
using back propagation and attention.

2) Edge-based inference phase

Once trained, optimized inference models are deployed
to IoT gateways or edge nodes. Since the model is being
deployed for inference, forward propagation will only be
executed, which is less memory-intensive and has a much
shorter processing time. The edge will not update or retrain
any of the model within the edge environment.

Model Compression Mechanisms: To reduce further the
resources requirements, trained models will be converted
into a lightweight format according to a number of
methods, such as:

Weight Pruning
8-Bit Quantization
TensorFlow Lite

These methods reduce both memory usage and latency,
while generally preserving detection accuracies.

e Operational Workflow of Framework:

Capturing Traffic at Edge

Local Preprocessing

Performing Inference at the Edge
Generating Alerts
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e Retraining the Model Periodically in the Cloud

The separation of devices from their respective cloud-
based servers allows for real-time detections on resources-
constrained devices and maintains the high levels of
accuracy produced from deep learning architectures that
have been trained using cloud computing services. Cloud
and Edge separation supports the type of deployment
model used by today's modern Intrusion Detection
Systems (IDSs) and secure Federated Internet of Things
(IoT) technology where complex learning algorithms are
centrally located while detection remains distributed.

Iv.

This framework makes use of a hybrid Convolutional
Neural Network (CNN), Long Short-Term Memory
(LSTM), and attention model that incorporates both CNN
and LSTM components with an attention layer. It is
implemented using Python 3.8 with the TensorFlow (TF)
2.4 and Keras libraries. Convolutional layers in the hybrid
models use 3x3 kernels, 32 filters in the first layer and 64
filters in the second layer, and activation functions (ReLu).
The LSTM layers in the models have a number of hidden
units to represent temporal dependencies, ranging from 50
to 100. The models are trained using Adam optimizer with
learning rates between 0.001 and 0.0005, batch sizes
between 32 to 64 and dropout rates between 30% to 40%
to help reduce overfitting.

The architectures and training parameters used for the
CNN, LSTM, CNN-LSTM, and Attention-CNN-LSTM
models are shown in Table II. CNN consists of three
convolutional layers with, 32, 64, and 128 filters, while
LSTM consists of three recurrent layers with 100, 150, and
200 units each. The hybrid models work in serial, the final
one being an Attention-CNN-LSTM that incorporates an
attention layer. All models use densely connected layers
(128-256  neurons) within their architecture for
classification and are trained wusing either the
Adam/AdamW optimizer with customized learning rates
and batch sizes.

IMPLEMENTATION DETAILS

A. Data Preprocessing and Reproducibility Protocol

To ensure full reproducibility, the complete
preprocessing and training pipeline is explicitly defined.

1) Data cleaning

Raw flow records that had missing values and/or had
fields corrupted were removed, and categorical attributes
such as protocol type and service were encoded with One-
Hot Encoding. Timestamp, IP address, and session ID
were non-informative identifiers and were not included in
datasets to avoid any potential leaking of information.

2) Normalization

Numerical features were scaled using a Min-Max
Normalization, with scaling accomplished by converting
the numerical values of the features into the range of [0,1].

(16)
To compute normalization parameters for validation
and test datasets, only the training dataset was used.

!

X

(x — xmin) / (xmax — xmin)

3) Sequence construction
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When considering traffic flows based on time, all traffic
flows were grouped into sequences of 20 time-steps long
using a sliding window technique with a stride of 1 time-
step. Each resulting sequence inherits the label from its last
time-step.

4) Class imbalance handling

When considering IoT datasets, there is an important
imbalance between normal and attack samples. In order to
mitigate this imbalance, a number of techniques were
employed:

e C(Class Weighted Cross Entropy Loss

e Oversampling of Minority Class using Random

Oversampling
e Mini-batch Sampling of Classes in Balanced
Training

Using the inverse frequency of each class, class weights
were estimated.

We have also evaluated some basic data augmentation
methods, in addition to reweighting and oversampling, to
better distribute the minority class. Examples of these
methods include injecting random noise, adding feature
jitter (+/- 2% of the original value) during normalization,
and offsetting the creation of sequences from their original
temporal window. At training time only, augmentation is
utilized to avoid data leakage. From experimental results,
augmentation caused an increase in recall for the minority
class of 1.3% to 1.8%; no increase occurred in false
positive counts.

5) Splitting the datasets

For every dataset, there were three distinct partitions,
where each partition constituted a percentage of samples
in the dataset according to the following:

The Training Dataset = 70%
The Validation Dataset = 15%
The Testing Dataset = 15%

To maintain distribution of classes, all three datasets
were stratified, so that they were based on the percentage
of classes that were included in their respective datasets.

6) Establishing experimental repeatability

To achieve repeatability for the experiments, the
experiments were run 5 times, using different seeds for
random numbers in order to obtain a unique set of results
for each run. All metric results reported were generated by
the average of the 5 independent runs - Standard Deviation
values for the reported Accuracy included standard
deviations of < 0.4%.

7) Random seeds

NumPy, TensorFlow, and Python seeds were fixed to 42
for deterministic behavior.

V. PERFORMANCE EVALUATION

A. Experimental Setup

The framework is evaluated using NSL-KDD (125,973
training samples), CICIDS2017 (2.8 million flows), IoT-
23 (23 captures), and Bot-IoT (72.7 million records)
covering diverse IoT attack vectors including DDoS,
botnets and malware. The experiments are conducted on a
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system configured with an Intel Xeon E5-2680 v4 CPU,
NVIDIA Tesla V100 GPU, and 128GB RAM, with
training accelerated using CUDA 11.2 and cuDNN 8.1.0.

All models were trained using identical preprocessing
steps, dataset splits, and hardware settings to ensure fair
and reproducible comparison.

B. Model Configurations

Hyperparameters are tuned as summarized in Table II.
For example, the CNN-LSTM hybrid consists of two
convolutional layers with the first having 32 filters and the
second 64 filters; two LSTM layers with the first having
100 units and the second 150 units; and three dense layers
with 256, 128, and 64 neurons. This configuration achieves
a balance between complexity and generalization. All
models (CNN, LSTM, CNN-LSTM, and Attention—

CNN-LSTM), were trained using identical preprocessing,
splits, hyperparameter search ranges, and hardware
settings to ensure fair and unbiased comparison.

C. Performance Across Datasets

Table III gives a summary of accuracy, precision, recall,
F1-Score, and AUC-ROC over datasets. The Attention-
CNN-LSTM achieved an accuracy of 98.9% on IoT-23
with an Fl1-Score of 98.3% and AUC of 0.994, by
effectively integrating spatiotemporal features with
attention-based mechanisms, thereby outperforming
standalone models. Among the three models LSTM was
strong for detecting temporal attacks (e.g., 97.2% accuracy
on [oT-23), while ANN computational intelligence
methods were more robust in detecting spatial anomalies.

TABLE II: PERFORMANCE COMPARISON OF CNN, LSTM, CNN-LSTM, AND ATTENTION-CNN-LSTM

Conv Layers LSTM Layers Dense Layers Dropout Rate  Batch Size Learning Rate = Optimizer
3 (32,604,128 filters) 3 (100,150,200 units) 2 (128,64 neurons) 0.3 64 0.001 Adam
2 (32,64 filters) 2 (100,150 units) 2 (128,64 neurons) 0.4 32 0.001 Adam
2 (32,64 filters) 2 (100,150 units) 3 (256,128,64 neurons) 0.35 64 0.0005 AdamW
2 (32,64 filters) 2 (100,150 units) 3 (256,128,64 neurons) 0.35 64 0.0005 AdamW
TABLE III: COMPARATIVE PERFORMANCE METRICS
Model Dataset Accuracy Precision Recall F1—Score AUC-ROC
NSL-KDD 95.2 93.8 94.5 94.1 0.962
CNN CICIDS2017 94.8 92.9 93.7 933 0.957
10T-23 96.3 95.1 95.8 95.4 0.971
Bot-IoT 95.7 94.2 94.9 94.5 0.965
NSL-KDD 96.1 94.5 95.2 94.8 0.972
LSTM CICIDS2017 95.8 93.9 94.6 94.2 0.968
10T-23 97.2 96.1 96.8 96.4 0.981
Bot-IoT 96.5 95.3 95.9 95.6 0.975
NSL-KDD 97.5 96.2 96.8 96.5 0.984
CICIDS2017 97.1 95.8 96.4 96.1 0.981
CNN-LSTM 10T-23 98.3 97.4 97.9 97.6 0.991
Bot-IoT 97.8 96.7 97.2 96.9 0.987
NSL-KDD 98.2 97.1 97.6 97.3 0.989
. CICIDS2017 97.9 96.8 97.3 97 0.986
Attention-CNN-LSTM J0T-23 98.9 98.1 98.5 98.3 0.994
Bot-IoT 98.5 97.5 97.9 97.7 0.991

D. Comparative Analysis with Recent IDS Studies

To benchmark the performance of our proposed
framework against the most recent [oT Intrusion Detection
(IDS) studies, our results will be compared with
representative  CNN-LSTM, ensemble, and attention-
based IDS models found in the literature; a synopsis of
these results is provided in Table III and includes the
utilization of either the same or a closely-related dataset.

Recent CNN-LSTM IDS models generally report an
accuracy of between 97% and 98.5% on NSL-KDD and
CICIDS2017 datasets, while either lightweight or
ensemble models generally report an accuracy of up to
95%-98% depending on the type of attack. For example,
one can find a hybrid CNN-LSTM model in [12] with an
approximate accuracy of 98%, while ensemble deep
learning models reported by [13] report an approximate
accuracy of 98.1% to 98.4%. In comparison, the
distributive features of our Attention—-CNN-LSTM
framework consistently achieves an accuracy of between
98.2% and 98.9% across all datasets while demonstrating

166

an average increase in Fl1-Score and AUC-ROC of
between 0.5% and 1.2%.

Despite the numerical modesty, these increases are
important to the success or failure of an IDS system
because of the small improvements will result in less
missed attacks and less false alarms. The results indicate
that incorporating attention and adaptively weighting
ensemble architectures provide more robust and
generalized performance than traditional CNN-LSTM
architecture or fixed-vote ensemble methods.

E. Attack-Specific Detection

According to Table IV this architecture achieves a 99.1%
detection rate of DDoS attacks and an 98.4% detection rate
of botnet attacks. In comparison, the proposed hybrid
Attention-CNN-LSTM model also shows the same level of
stable performance detection of more subtle types of
attacks, including Man-in-the-Middle (MITM), thereby
providing evidence of a high degree of generalization for
both high-volume and low-intensity attacks.
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TABLE IV: DETECTION ACCURACY BY ATTACK CATEGORY

CNN- Attention-CNN-

Attack Type CNN LSTM LSTM LSTM

DDoS 96.8 97.4 98.5 99.1

Botnet 95.2 96.1 97.8 98.4

Malware 94.7 95.9 97.2 98

Probe 93.9 94.8 96.5 97.3

MITM 92.8 93.7 95.9 96.8
Data Theft  93.5 94.4 96.2 97.1

F. Resource Utilization Analysis

TABLE V: TRAINING TIME AND GPU MEMORY CONSUMPTION

Model Training Inference Time GPU Memory CPU Usage
Time (hrs) (ms) (GB) (%)
CNN 4.2 2.3 3.8 45
LSTM 6.8 3.1 52 58
CNN-LSTM 8.5 3.8 7.1 72
Attention-
CNN-LSTM 9.7 42 8.4 78

Table V evaluates training/inference times, GPU
memory, and CPU usage the Attention-CNN-LSTM
requires approximately 9.7 hours for training and 4.2 ms
per inference consuming 8.4 GB GPU memory—
significantly higher than standalone models. However, its
superior detection justifies the trade-off in resource-
constrained IoT edge deployments. When referring to
offline cloud training, be aware that the stated training
duration and GPU Memory indicate that only forward
inference is done at the edge, which results in less than 5

ms of latency per inference sample at the edge, and is
therefore suitable for use with real-time IoT applications.
Training measurements correspond to offline cloud
training.

VI. RESULTS

The performance of CNN, LSTM, CNN-LSTM, and
Attention-CNN-LSTM architectures was compared on
four IoT intrusion detection datasets. In every case, the
hybrid architectures demonstrated superior performance
compared to their individual counterparts along all metrics.
The Attention-CNN-LSTM provided the best overall
results with 98.9% accuracy, 98.3% F1—Score and AUC-
ROC of 0.994 on the IoT-23 dataset; Furthermore, it
provided consistently high detection rates for stealthy
attacks such as 99.1% for DDoS and 98.4% for botnets,
demonstrating strong generalization across all attack types.

The ROC curves depicted in Fig. 2, provide a
comprehensive view of how well each of the evaluated
models (CNN, LSTM, CNN-LSTM, and Attention-CNN-
LSTM) performed at separating normal network packets
from ones including anomalies, using four datasets: NSL-
KDD, CICIDS2017, 1oT-23, and Bot-IoT. The method
used to evaluate the models' performance AUC. Attention-
CNN-LSTM has consistently performed at or near the top
AUC across all four datasets, revealing that its class
discrimination capability is better than that of the other
models evaluated. Therefore, it can be concluded that
Attention-CNN-LSTM is the superior model when applied
to detecting anomalies.
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Fig. 2. ROC curves for all models across datasets.
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The attack-specific detection rates presented in Fig. 3,
illustrate how well each of the models evaluated was able
to detect the various types of attacks (DDoS, botnet,
malware, probing, man-in-the-middle, and data theft)
included in this study, and will help the reader understand
how well they performed when testing for specific types of
attacks. Attention-CNN-LSTM demonstrates the highest
detection rate for the majority of the different attack types,
indicating that it is a more versatile model for detecting a
wider variety of cyber threats in real-world cybersecurity
scenarios than all other models evaluated.
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Fig. 3. Detection rates by attack category.

As illustrated in Fig. 4, the resource utilization
comparison yields insights into the computational
resources demanded by each model namely training time,
inference time, GPU memory, and CPU usage, delivers the
highest performance among the evaluated models, but
requires significantly greater training time, and GPU
memory. Contrarily, the CNN model demonstrates the
lowest resource utilization albeit with comparatively lower
detection  performance. The trade-off between
performance, and resources in the context of practical
deployment is highlighted through Fig. 4.
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Fig. 5. Training convergence curves.
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Training convergence is exemplified in Fig. 5, by
plotting training loss values against epochs for all models.
It shows the rate of learning and convergence during
training for all the models, the Attention-CNN-LSTM
model converges the fastest achieving the lowest loss
within the fewest number of epochs. Hence, this indicates
that in addition to strong detection performance, the model
learns efficiently reducing training time and computational
costs.

As shown in Fig. 6, the confusion matrices illustrate the
performance of the models in terms of true positives, false
positives, false negatives, and true negatives, this provides
a good insight into the types of errors committed by any
model also, the Attention CNN-LSTM model shows
consistently higher accuracy and lower error rates across
all categories, thereby reaffirming its position as the best
model in this comparative study. This figure highlights the
importance of evaluating models not only based on overall
performance metrics, but also by analyzing the specific
error patterns they produce.

CNN LSTM
Predicted  Predicted Predicted Predicted
True False True False
Trug 93.8% 6.2% True 94.5% 1 5.5%
False 3.5% 94.5% False 4.8% 95.2%
CNN+LSTM Attention+CNN+LSTM
Predicted Predicted Predicted Predicted
True False True False
True 96.2% 3.8% Trug 97.1% ‘ 2.9%
False 3.2% 96.8% False 2.4% 97.6%

Fig. 6. Confusion matrices for each model.

To sum up, there are three key concluding remarks in
this study: 1) Hybrid spatiotemporal modelling
outperformed traditional stand-alone CNN and LSTM
models; 2) Use of attention mechanisms increased the
ability to discriminate between low and slow attacks; (3)
Cloud trained edge inference results in a real-time latency
lower than 5 ms. These results support and demonstrate the
utility of the proposed framework.

VII. LIMITATIONS AND THREATS TO VALIDITY

There are multiple limitations associated with the
framework's limited success that should be noted despite
its overall success. The framework's evaluation is based
solely on benchmark datasets, which do not necessarily
represent real-world scenarios involving encrypted or
increasingly dynamic IoT traffic. Additionally, the
technology requires continuously supervised training,
which can require expensive data collection in real-world
operational environments. Furthermore, the framework
requires a significant amount of available GPU resources
in order to successfully develop (train); some deployments
may not have access to these GPU resources. Moreover,
detection capabilities may decrease in accuracy due to
concept drift (a dramatic change in data characteristics) or
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zero-day attacks (i.e., attacks on devices before they have
been patched). Finally, oversampling and augmentation of
training data can lead to some degree of bias in the detected
data. All these factors may impact the generalization
ability of the framework and should thus be considered
before using the framework in production networks.

VIII. CONCLUSION

This paper presented a framework that uses attention-
guided deep learning methods to detect intrusions in IoT
networks. This combined architecture uses CNNs for
spatial modelling, LSTM units for temporal learning, and
an adaptive ensemble fusion of the two. The results
indicate that the framework is superior to hybrid models or
any individual model, as given by the higher maximum
achieved accuracy (up to 98.9%), and AUC-ROC (0.994)
from the four benchmark datasets used to evaluate the
proposed approach. While training is conducted in the
cloud, inference is performed at the edge on low-power
edge devices to enable real-time deployment. This
evidence supports the conclusion that joint spatial—
temporal—attention modelling provides reliable and
scalable protection in heterogeneous IoT environments.
facilitate deployment on low-powered IoT devices and
enhance both scalability and adaptability across a variety
of heterogeneous environments.
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