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Abstract—Wireless Sensor Network (WSN) is a private
network with many sensors. It has the ability acquire sensor
data with reduced energy consumption but considered
vulnerable, primarily due to centralization. Therefore,
disruptive blockchain technology capable of hashing block-
based security was recommended to overcome the problem.
This research proposes an appropriate architectural model
for integrating WSN and distributed blockchain networks to
detect suspicious sensor nodes and data. The model is
implemented using WSN hardware with a mesh topology and
integrated software components, including a blockchain
system. The results showed that with 10-500 block node
iterations and three distributed Peer servers, the Scrypt hash
had the fastest execution time of 469.49 seconds compared to
the others. The combination of two consensus mechanism
methods, including smart contract (Mac Address and SHA-
256 on the microcontroller) and Proof of Information (Pol)
to the three sensor parameters (Temperature or Temp,
Humidity or Humd, and gas concentration or MQ2) led to
detection and maintenance of sensor nodes and data reaching
97.37% validity. Moreover, sensor control consisting of two
Radio Frequency Identification (RFID) nodes and one Quick
Response (QR) code node applied to 500 block node iterations
led to 592.47 seconds execution time longer than the
monitoring sensors. This showed that the separation of
monitoring and controlling sensors was the best for the
architecture model proposed. The major reason was that the
monitoring sensors prioritized automation, speed, and data
accuracy in real time. Meanwhile, the controlling sensors
focused on the interaction between users and devices,
specifically when integrated into a transaction system.

Index Terms—blockchain, hash algorithms, proof of
information, smart contract, Wireless Sensor Network (WSN)

I. INTRODUCTION

Wireless Sensor Network (WSN) and the Internet of
Things (IoT) are interconnected technologies with
different protocol standards. Both technologies rely on
centralized control, albeit in different ways. For example,
IoT is a technology developed primarily for
interoperability, security, and scalability [1]. Meanwhile,
WSN is a private network designed to ensure low energy
consumption in the process of acquiring sensor data [2, 3].
Both technologies are often combined to access and
monitor data from outside the WSN despite its private
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status [4]. However, the network is vulnerable to attacks
on data and sensor nodes, specifically in relation to
centralization issues. This has led to the recommendation
of disruptive blockchain technology that is capable of
hashing block-based security to overcome the issues
through consensus mechanisms and hashing algorithms.

Blockchain is a technology developed based on inter-
blocks to store data and has hash encryption for block sign
which is important for subsequent connection [5]. It is also
defined as distributed and structured digital ledger widely
used for transaction management. Some of the concepts
developed through blockchain include peer-to-peer
network, distributed ledgers, consensus mechanisms,
smart contracts, and the use of other applications
considered necessary [6]. Moreover, Bitcoin and Ethereum
use blockchain for cryptocurrency transactions through the
security algorithms known as SHA-256 and Ethash
respectively [7]. This application allows the transfer of
assets and distribution of information through smart
contracts to network [8]. For example, blockchain version
3.0 is often used specifically to decentralize governance
and regulation [9]. It has also been widely used to improve
the security of WSN and IoT [10].

WSN is an embedded system for the interconnection of
different sensor points into network and is designed with
low power consumption based on the IEEE 802.15.4
communication standard [11]. It has been applied in fields
such as military, forest fires, vehicle movement detection,
environmental  monitoring,  industry, agriculture,
healthcare, smart homes, transportation, and smart cities
[12]. However, the security is a significant concern due to
the complex structure and vulnerability of the technology
to internal and external attacks [13]. This is possible
because open wireless communications lead to the
vulnerability of data and sensor nodes to both active and
passive attacks. Therefore, network security is
implemented in the form of policies, mechanisms, and
services that prevent unauthorized access and illegal
network wuse. It is important to state that the
conceptualization of security mechanisms requires
considering the limitations of network infrastructure [14].

Blockchain with interconnected hash capabilities can be
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used to detect the existence of interference or manipulation
in stored sensor data. This is achievable through the
previous and current hash of each block. For example, the
manipulation of a block out of 1000 can provide a sign to
show error in the next block data. This capability can be
used to overcome or detect manipulation of WSN sensor
data. In addition to hash, blockchain is capable of
validating data through a proof-based consensus
mechanism. The consensus develops constantly based on
technological needs and the examples include Proof of
Work (PoW), Proof of Stake (PoS), Proof of Location

(PoL), smart contract, and others [15]. Research has been
conducted in recent years regarding the use of blockchain
to maintain WSN data security. The benefits and
challenges have also been discussed, specifically the
decentralized systems with sha256 hashing [16]. The
report showed that the strengths included the consensus
and decentralized mechanism for managing the integrity of
data stored in the ledger in addition to the prioritization of
security and reliability over efficiency [17]. Fig. 1 shows
the centralization, decentralization, and distribution of
WSN and the combination with blockchain data flow.
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Fig. 1. Centralization, decentralization, and distribution of WSN and BWSN data flows [16].

Blockchain serves not only as a data recording
mechanism but also as a means to ensure the integrity and
secure transmission of sensor data across multiple points
in the network. To enhance efficiency and automation in
the sensor data validation process, smart contracts are
introduced. Smart contracts are digital scripts that run on
top of the blockchain and automatically execute predefined
rules. Smart contracts were applied in detecting malicious
nodes [18]. However, due to the dynamic and high-volume
nature of sensor data, not all data needs to be recorded on
the blockchain. Therefore, we propose a wvalidation
approach based on Pol, which serves as a selection
mechanism to filter sensor data based on information
quality using predefined thresholds [19]. The integration
of blockchain, smart contracts, and Pol enables a more
efficient, reliable, and tamper-resistant system within
distributed WSN environments.

Several related articles used SHA-256 as blockchain
hash and the application of the algorithm was observed to
be very numerous and diverse. However, when applied to
large volumes of sensor data, SHA-256 can significantly
impact execution time and storage requirements in
distributed systems. Therefore, this study investigates the
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use of alternative hashing algorithms for blockchain, with
the results used to develop a WSN-blockchain
architectural model aimed at detecting sensor data and
node-level attacks with improved efficiency in terms of
time complexity and storage utilization.

The objective of this study is to integrate smart contract
consensus mechanisms with Pol to protect both sensor
nodes and sensor data from unauthorized or malicious
attacks within a distributed system.

The sensor data framework employs two main
functional layers. The first is Blockchain Sensor
Monitoring (BSM), which manages real-time monitoring
of sensor data, including the validation of data authenticity
and integrity before it is recorded on the blockchain. This
layer is responsible for detecting anomalies or data
manipulation at an early stage, as well as filtering
information based on predefined thresholds.

The second layer, Blockchain Sensor Control (BSC), is
responsible for managing access control, node
authorization, and transaction handling between sensors or
with the central system. At this layer, mechanisms
including smart contracts, MAC address verification, and
UID authentication are employed to guarantee that only
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authorized entities are permitted to interact with or
perform updates on the system. Smart contracts and Pol
play a vital role in strengthening sensor node identity
parameters and related data attributes, including personal
area network identifiers (PAN IDs), MAC addresses,
threshold values, and key hashing algorithms.

II. RELATED WORKS

Previous research focused on WSN and blockchain
models using different methods and mechanisms. For
example, [18] performed a malicious node detection using
a trust model and smart contracts to track ID and location.
The model was applied to sensor nodes but was not tested
with data. Moreover, [17] provided data protection model
with blockchain using Raspberry Python (Raspberry Pi) as
a server. The weakness identified was the insufficiency of
the memory for sensor data.

The other researches by [20] and [21] developed a
model with smart contract to filter cluster headers as well

as monitor and select good data quality for subsequent
conversion into a block. The research depended on
external components, such as solidity and zookeeper.
Furthermore, [22] and [23] used PoW for data security but
the method consumed significant resources which led to
some consequences when the sensor data increased.
Another research by [24] applied UID authentication to
protect nodes through a tangle mechanism. The method
could produce a new block but the weakness was the lack
of authentication in blockchain mechanism [19].
Implemented the Pol concept to develop a block when
valid data was met but the weakness was the absence of
sensor nodes protection. The trend observed from several
articles showed the existence of weaknesses and
advantages in modeling sensor data security. Therefore, a
new architectural model was proposed through the
combination of several methods to detect and protect
sensor nodes and data from dangerous attacks such as
manipulation. The proposed model was compared with
previous research in Table 1.

TABLE I: STATE-OF-THE-ART AND PROPOSED MODEL

Wei Sung-Jung Hafsa Hoang T Huanhuan Sanjeev Yuling
WSN dan She  y6iao (2021) Benaddi Tran(2022) "8 Kumar 0022y Weiwei Qo ced New Model
Blockchain  (2019) [17] 2021) [20] 22] (2022) Dwivedi [24] (2023) [19]
[18] [21] (2023) [23]
Smart Contract \ N N N V
Pol/PoW PoW PoW Pol Pol
Authentifikasi N N
Mac/UID
Authentifikasi
o v v v v
Sensor
Monitoring v \/ \/ Y y J J
(BSM)
Sensor Control N
(BSC)
Hash256 v v v v v v v v
Scrypt, Berypt, N
Argon2
. Smart Kafka Focus on Dev1§ ¢ l.d entity
. Raspberry Pi . authentication, smart
Locatio as server contract  dependenc Audit storage node Pol for contract. Pol three
Other GAP n S Solidity  description, y on data with registration  valid data .
. (limited . sensors, testing the use of
tracking PoW external blockchain and tangle amount .
memory) simulation zookeeper mechanism several hash algorithms,
P using BSC and BSM.
sirr]:l?lzt]ion Simulasi Prototype
Test{ OPNET Prototype  Simulation  doesnot  Simulation Scyther and 'Matlap .Matlab (mlcrog ontroller, zigbee,
validation platform simulation  simulation = multisensor) and real
match the istri
Ethereum peer server distributed.
concept

A column was provided in the table for the proposed
new model which was WSN architecture and distributed
blockchain developed to detect dangerous nodes and
sensor data. The purpose was to compare the model with
state-of-the-art research. This was necessary because
attention was not on the security of sensor nodes and data
using dual smart contract consensus methods with a focus
on security and detection as well as the application of Pol
to ensure protection from the multi-sensor. Therefore, the
novelty was the division of the architecture into two sensor
models or multi-sensors, including BSM and BSC. The
two architectural models had several different parts due to
the variation in their functions. The first step for sensor
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nodes detection was registering the MAC address, PAN ID,
and Key Hashing. The second step was to set sensor
threshold limit to suspect sensor data forgery. The
validation of the first and second steps led to the
development of a block by the system.

The key hashing embedded in the microcontroller was
tested using several hashing algorithms such as SHA-256,
Berypt, Scrypt, and Argon2. The aim was to determine an
efficient algorithm model that could not exhaust the
memory. Subsequently, a consensus mechanism that
matched the two sensor models with Smart contract and
Pol was proposed. For BSC, smart contract mac address
and UI RFID mechanism was suggested. The new proposal



International Journal of Electrical and Electronic Engineering and Telecommunications Vol. 14, No. 4, 2025

was based on the validation of control or transactions,
including Proof of 2FA which was not discussed in this
research. Moreover, appropriate algorithm model was
tested for hashing in the blockchain.

Table I compares recent approaches in integrating
blockchain with WSNSs, highlighting limitations such as
reliance on PoW consensus [18, 21], limited smart contract
usage [17, 20], and basic identity authentication
mechanisms. Most prior works do not incorporate
comprehensive sensor control or monitoring frameworks,
nor do they utilize advanced validation techniques. In
contrast, the proposed model integrates smart contracts
with a Pol-based validation mechanism for multiple sensor
inputs, enhanced authentication (e.g., Scrypt, Berypt), and
is implemented in a real-world distributed setup, offering
a more complete and scalable solution compared to earlier
simulations and prototypes.

Blockchain decentralization is part of the concepts often
used to duplicate data. The summary of research conducted
using decentralization with SHA-256 is presented in Table
II. It was observed that all research that focused on
integrating WSN into blockchain used SHA-256 hashing
algorithm with different types of consensus and sensors.
Therefore, this research was conducted to evaluate both
centralized and decentralized systems using three peer
storage setups, including Peer A, Peer B (Online), and Peer
C (Online). Several hashing algorithms were also tested
with the distributed systems.

TABLE II: DATA PAPER WITH HASH256 FROM THE LAST FILTER

model is required to address these challenges with greater
efficiency and security. The model proposed in this study
introduces a distributed blockchain-based ~WSN
architecture comprising a dual-layer design: BSM and
BSC. These layers are designed to independently yet
cohesively manage sensor data security and sensor
transaction control. The system employs a Pol consensus
mechanism to validate only legitimate data, while smart
contracts ensure node authentication through MAC
addresses, PAN IDs, and UID-based key hashing (SHA-
256). Furthermore, lightweight hashing algorithms such as
SHA-256, Berypt, Scrypt, and Argon2 are evaluated to
optimize memory usage and reduce execution time on
resource-constrained devices, without compromising the
reliability of data integrity and node security.

III. THEORETICAL BACKGROUND
A. WSN

WSN is network of sensor nodes that connect different
devices such as end devices, routers, sink nodes, and
coordinators. It has the capacity to communicate through
hop-to-hop or multi-hop mechanisms [39]. Fig. 2 is an
example of network design with the Zigbee protocol from
sensor to the central server, which consists of a coordinator,
router, and end device.

R
Ref. Storage Sensor Consensus @ Coordinator Device fé_ _E_ ! R _ R/
[25] Decentralization  Sensor Monitoring PoA R Router Device o | | AR
[26] Decentralization Nodg Sen§or Credit System IE‘ End Device 4 ;: R . ,s,'
Identification AL S
Time S| sersr 1
[27] Decentralization Light Sensor windowing ?g Central Server - - K
method | 77T 7"
[28] Decentralization  Sensor Monitoring Consensus of Fig. 2. Network design with Zigbee protocol [40].
miner nodes

[29] Decentralization Node Sensor NA Sensor network consists of several stations called sensor

— _Identification nodes which are small in size, portable, and integrated into
[30] Decentralization Soil and Temperature, NA .

etc. transducers, microcontrollers, and power sources. The
[23] Decentralization Health sensor NA WSN system is a collection of sensor nodes in several
[31] Decentralization NA PoW places interconnected to form network. Data on sensor
[32] Decentralization  Monitoring Sports NA nodes are collected at the center via a wireless RF module.
sensor

[33] Decentralization  Monitoring Sensor NA MOI‘GOVGI‘? network system focu.ses on low pOW?I‘
[34] Decentralization Body Sensors PoS consumption at a low price [41]. This shows that the main
[35] Decentralization NA PoAh concerns for sensor nodes architecture are energy
[36] Decentralization NA PoW efficiency, size reduction, and minimum cost [13].
[37] Decentralization Node Sensor PoW, PoA
[38] Decentralization NA PoW B. Security WSN

As presented in Table I and Table II, various approaches
have been proposed to integrate security into WSNs using
blockchain technology. However, several limitations
persist in previous works, including memory constraints in
sensor data processing [17], lack of device identity
authentication [23], dependency on external components
[20, 21], and limited flexibility of consensus mechanisms
in handling multi-sensor data [22, 23]. Therefore, a new
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Network security can be defined as a set of policies,
mechanisms, and services preventing unauthorized access
and illegal use of network [14]. A significant concern is on
WSN security due to its complex structure and
vulnerability to internal and external attacks [13]. Thisis a
challenge to be resolved in order to ensure the protection
of WSN information. Some of the possible attack methods
include jamming, eavesdropping, packet replays, packet
changes or spoofing, and node replication. Some others



International Journal of Electrical and Electronic Engineering and Telecommunications Vol. 14, No. 4, 2025

include Sybil, wormhole, sinkhole, DoS (denial-of-
service), node breaches, and injections of bogus messages
[42]. The attacks are further classified into active and
passive based on the nature of the transmission media [43].
In an active attack, the attacker or hacker actively searches
for and destroys information, whereas a passive attack
involves the unauthorized acquisition of valuable
information, such as passwords or confidential data [4].

Security in WSNs encompasses protection against
inherent vulnerabilities such as limited computational
power, open data transmission, and ad-hoc network
infrastructure that is highly susceptible to attacks. These
challenges make WSNs particularly vulnerable to node
impersonation, data manipulation, as well as physical and
network-based attacks. Therefore, WSN security systems
must be lightweight yet effective in addressing threats such
as sensor data tampering, node forgery, and
communication disruption. The key security challenges in
WSNs include node authentication, data confidentiality,
data integrity, availability, data authenticity, and inter-
node consistency. Due to the lack of persistent identities,
sensor nodes are vulnerable to impersonation attacks such
as Sybil and node replication [42]. Limited processing and
memory capabilities often prevent the use of encryption,
exposing data to potential eavesdropping . Furthermore,
sensor data can be modified during transmission, leading
to replay and injection attacks. The energy-constrained
nature of sensor nodes makes them susceptible to DoS
attacks like flooding and jamming [42]. Even when data
appears valid, it may originate from malicious nodes,
resulting in false data injection . Finally, the distributed
structure of WSNs introduces synchronization and
consistency issues, particularly evident in problems such
as forks in distributed ledgers.

C. Blockchain Technology

Blockchain is a disruptive technology currently being
developed to ensure security, specifically for financial
transactions. It was first produced in 1991 by Stuart and
Harber and continued by Satoshi Nakamoto in 2009 [10].
The development process led to cryptocurrencies such as
bitcoin. Moreover, blockchain was explained as a ledger
developed based on blocks used to store transactions. The
blocks were encrypted using hash algorithm containing the
transaction, timestamp, and previous hash [44]. Another
research defined blockchain as a giant sequential database
or spreadsheet that extended beyond the classic financial
ledger. This was due to the ability to record transactional
information securely using cryptography and was
governed by a consensus mechanism. It is a combination
of technologies (P2P networking, cryptography, and
distributed ledger) [45].

The technology enables secure data transmission based
on a very complex encryption system. This is possible
because each block contains creation time information
linked to the previous block as shown in Fig. 3. The trend
shows that blockchain is designed to combat fraud and data
alteration.
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Fig. 3. Block structure in blockchain [44].

Blockchain is inseparable from smart contracts and
proof-based consensus mechanisms. The smart contracts
are used during transactions between two parties and
validated transactions included in blockchain. Meanwhile,
the PoW consensus algorithm was developed to validate
the transactions between blockchain nodes (users). There
are other consensus algorithms such as PoS, PoL, practical
byzantine fault tolerance (PBFT), and others. The
implementation of the proof-based algorithm is an
indication that nodes in blockchain network show
sufficient evidence of having the privilege to add new
blocks to the main chain and collect rewards [15].

Blockchain is particularly well-suited for WSNs due to
its ability to provide decentralized trust, immutability, and
data integrity without relying on centralized authority. Its
distributed consensus mechanisms mitigate single points
of failure, while cryptographic techniques such as hash
chaining and digital signatures protect sensor data from
tampering, impersonation, and replay attacks. Moreover,
the inherent transparency and auditability of blockchain
enhance trust and accountability among distributed sensor
nodes. These characteristics establish blockchain as a
robust foundation for strengthening WSN security,
especially when combined with lightweight consensus
mechanisms such as Pol, which are tailored to the
limitations of resource-constrained sensor devices.

D. Encryption and Hashing

Encryption and hashing functions are important
concepts in cryptography. The main difference is the
possibility of retrieving the input value after being changed.
This is possible because encryption hides a message by
changing the form value to ensure unauthorized parties
cannot read the content. The hidden message is called
plaintext and the result of the encryption is ciphertext.
Moreover, authorized parties need a secret key to hide and
read the message. Encryption can be written through the
formula E(P)=C while Decryption is D(C)=P.

Hashing is a scheme that allows plain text password
input for subsequent conversion into hash value by
considering the function, iteration, and salt. The iteration
parameter is optional and often applied to determine the
number of consecutive executions for the hash used.
Moreover, the number of iterations can be adjusted to
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provide a consideration computation time or key stretching
for hash value calculation. Some of the functions used for
password hashing include MDS5, SHA1l, SHA-256-
SHAS512, PBKDF, Bcerypt, Scrypt, and Argon2. This
research was conducted using 4 hashing, including SHA-
256 which was the default for Blockchain as well as Berypt,
Scrypt, and Argon?2.

E. Microcontroller

A microcontroller is a chip used for electronic circuits
with inputs, outputs, and programs that can be written and
erased. A microcontroller company, Atmel, has an AVR
chip and also develops a small physical computing device,
Arduino, which is widely used on microcontroller boards.
This device runs at 16 MHz with an 8-bit core and has
limited memory of 32 kilobytes storage and 2 kilobytes of
RAM [46]. Arduino Uno is a microcontroller board
developed based on the Atmega328 which has a high-
performance Atmel 8-bit AVR RISC (little instruction
code and addressing). The microcontroller board also has
14 digital I/O pins, 6 analog pins, a 16 MHz crystal
oscillator, 32 KB flash memory, 2 KB SRAM, a power
jack, and a reset button [47].

IV. RESEARCH METHOD

A. System Design

This research proposes an appropriate architectural
model for integrating WSN and blockchain networks to
detect suspicious sensor nodes and data. This model is
implemented using WSN hardware with a mesh topology
and integrated software components, including a
blockchain system, rather than relying on conventional
simulation tools. The software utilized in this research
includes Python for smart contract execution, Pol
implementation, and block creation; an SQL database for
storing registration and block data; and a web interface for
displaying distributed blockchain data. This was achieved
by dividing the WSN sensor model into BSM and BSC
with several different parts due to the variations in their
functions. BSM is responsible for real-time sensor data
monitoring, validating data authenticity and integrity
before it is recorded on the blockchain, detecting
anomalies at an early stage, and filtering information based
on predefined threshold values. In contrast, BSC manages
access control, node authorization, and transaction
handling between sensors. Mechanisms such as smart
contracts, MAC address verification, and UID
authentication are implemented in the BSC layer to ensure
that only authorized entities can interact with the system.

The first step for sensor nodes detection was to register
the MAC address, PAN ID, and Key Hashing. The second
step was to set sensor threshold limit required to detect
sensor data forgery. The validation of the first and second
steps allowed the system to develop a block. Moreover, the
key hashing embedded in the microcontroller was tested
using several hashing algorithms, including SHA-256,
Berypt, Scrypt, and Argon?2 to determine the most efficient
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or fastest. A consensus mechanism that matched the two
sensor models such as smart contract and Pol was further
proposed. For the BSC model, smart contract consensus
mechanism, including Mac, SHA-256 key, and UID was
proposed. UID was registered first due to its application
for control or transactions required to verify data and form
blocks. The mechanism is widely applied in control
processes such as room access or financial transactions
with the aim of protecting the users. It was applied to
sensors designed for control or transactions such as
fingerprint, RFID, and QR codes. The trend shows the
capacity of the model developed to protect data integrity
through smart contracts, Pols, or other blockchain
consensus mechanisms in addition to sensor nodes.
Furthermore, distributed blockchain system was
experimented through the application of three peer servers.
One of the peer servers served as a master database for
authentication and filtering of sensor nodes or dangerous
data. Meanwhile, the other two were integrated into the
online database to store duplicate valid data.

B. Procedural Steps for Sensor Data Security and
Validation

1) Sensor node initialization
Each sensor node is first registered into the system

through an initial authentication process. The information

submitted into a smart contract includes:

* MAC Address (a unique device identifier),

* PAN ID (Personal Area Network Identifier),

» Key Hashing derived from the device’s UID or unique
token, encrypted using a lightweight hashing algorithm.

2) Sensor data monitoring and acquisition (BSM layer)
Active nodes transmit data in real-time. Each incoming

data packet is subjected to:

* Authenticity verification using the UID hash and node
identity,

* Integrity checks to ensure proper format and acceptable
value ranges,

» Threshold-based filtering to remove data that falls
outside of predefined criteria.

3) Consensus validation and block formation (Pol layer)
If the data passes validation, Pol consensus algorithm

determines whether the information holds sufficient

significance and integrity (e.g., it originates from a trusted
node and meets all threshold criteria).

* Only data deemed valid and relevant are eligible for
processing.

» This data is then formed into a new block and added to
the blockchain by a designated trusted node.

4) Access control and transactions (BSC layer)

All control activities, inter-node transactions, and data
verifications are managed in the BSC layer. Security
mechanisms implemented at this stage include:

* Smart Contracts that validate access rights based on
node roles and permissions. Only nodes that meet the
smart contract rules may initiate or respond to
transactions.

» Multi-Factor Identity Verification, including:

RFID numbers mapped to specific nodes or users,
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Unique QR codes linked to individual sensor identities
or data sets.

These mechanisms strengthen entity authentication
prior to accepting or executing data interactions.

* Incoming Data Audits:

All sensor data must undergo visual or digital validation
via QR code or RFID scanning before being deemed
legitimate for blockchain entry. This additional control
layer prevents unauthorized data injection from
unregistered nodes.

C. Smart Contract and Pol Scenarios in Attack Testing

The smart contract variable is utilized to protect sensor
node data, which has been registered in the database and
includes parameters such as PAN ID, MAC address, and a
SHA-256 hash key. In contrast, sensor data integrity is
safeguarded using Pol method. Pol is a consensus
approach in distributed systems designed to verify the
validity of information recorded on the blockchain. In this
context, sensor data is only committed to the blockchain if
it meets specific validity criteria, such as: 1) the data falls
within a predefined normal threshold range, 2) the data
does not exhibit anomalous behavior, and 3) the sending
node has a reliable trust record. The formal model of Pol
can be formulated as an integration of these three key
aspects:

Polg.ore = axEntropy(Data) + BxTrust(Node)
+ yxRelevance

Here Entropy(Data) measures the degree of uncertainty
or uniqueness in the data, Trust(Node) evaluates the
credibility of a node based on its history of transmitting
valid data, Relevance assesses the relevance of the data in
relation to the system's context or requirements, and a, S,
y represent the weights assigned to each parameter,
adjusted according to the system design, with the
constraint that a + f+y = 1.

In this study, Pol approach is simplified using a
threshold-based filtering method. The validity of sensor
data is determined by whether the data falls within a
predefined normal range. For each sensor x; the validation

can be expressed as an indicator function:

C(1ifL <x < U,
8;(xi) = {Oifxi <Ljorx;>U;

where x; is the value of the ith sensor (e.g., temperature,
humidity, MQ2), L; and U; are the lower and upper
thresholds defining the valid range for the sensor value,
and 6;(x;) is the indicator function for the ith sensor.

If X, 8;(x;) =n then create a new block since all
sensor readings are valid.

Alternatively, in Boolean logic form:

1 if /\?:1 5i(xi) =1

Block_Valid { .
0 otherwise

Example for three sensors:

&, (temp) A §,(hum) A §5(MQ2) = 1 = Valid
— Store to Block

The pseudocode of the Pol method is as follows:

Input:
- Sensor readings: temp, hum, MQ2
- Thresholds: temp range (L1, Ul), hum range (L2, U2),
MQ2 range (L3, U3)
Function IsValid(x, L, U):
Return 1 if (L <x <U)else 0
Begin:
V_temp = IsValid(temp, L1, U1)
V_hum =IsValid(hum, L2, U2)
V_MQ2 =IsValid(MQ2, L3, U3)
If V_temp AND V_hum AND V_MQ2==1:
CreateNewBlock(temp, hum, MQ2)
Else:
RejectDataOrMark AsSuspicious()

This study applies a threshold-based filtering method to
ensure sensor data validity before blockchain recording.
Data is considered valid within the following ranges: 20°C
to 40 °C for temperature, 40% to 70 % RH for humidity,
and 200 ppm to 600 ppm for gas concentration (MQ2).
These thresholds are selected to represent normal
environmental conditions and to exclude anomalous
readings from the distributed system.

The details of the attacks and mitigation strategies used
for testing are comprehensively outlined in Table II1.

TABLE III: SECURITY THREATS AND MITIGATION STRATEGIES IN WSN-BLOCKCHAIN SYSTEMS USING SMART CONTRACTS AND POI

Threat Mitigation Strategy Role of Smart Contract Role of Pol
Sybil Attack - Node identity verification using unique Automatically verifies nodes before Accepts only verified data within valid
N credentials and sensor data validation approving transactions threshold ranges
- Timestamping Rejects transactions with outdated or ~ Accepts only verified data within valid
Replay Attack . . . . .
- Unique nonce in each transaction duplicate timestamps threshold ranges
Sensor Data i Rejects transactions deemed invalid by Indicator function: only data within
. . - Threshold validation . .
Manipulation contract rules valid ranges is stored
Malicious/ Locks or disables nodes with poor Accepts only verified data within valid

- Automatic blacklisti
Untrustworthy Node utomatc blackustng

reputation

threshold ranges

Data Tampering - Data encryption and hashing prior to storage

Contracts accept only data with
matching node key hashes

Checks sensor data integrity and
validates threshold ranges

Manages encryption and authentication Indirectly involved by maintaining

Eavesdroppin - End-to-end encryption . L .

PPIE P within smart contracts validity of verified data
Consensus  Failure/ . . .

. L. . Ensures consistent block order and Invalid data is excluded from blocks,
Blockchain Data - Periodic synchronization among nodes

Inconsistency

hash validation

maintaining uniformity
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D. Model Design

The WSN sensor was divided into BSM and BSC as
discussed in the previous subsection. The BSM model used

smart contract mac address consensus mechanism and UID.

The application of UID was to protect sensor data which
were also used as the controller. Moreover, the BSC
sensors such as fingerprint, RFID, and QR Codes allowed
the model to protect data integrity using smart contracts,
Pols, or other blockchain consensus mechanisms in
addition to sensor nodes.

The proposed architecture model is presented in Fig. 4
with the BSM and BSC sensors observed to be integrated
into one server point or centralization. The model did not
eliminate centralization but added decentralization to
blockchain. This was achieved through the inclusion of a
WSN network with a Mesh topology.

Decentralized / Distributed

W | _Node Sensor

Blockchain
Network

Centralized

WSN & Blockchain Model

1. Register PAN ID, MAC address (BSM, BSC, smart contract).

2. Register sensor node hash key (BSM, BSC, smart contract).

3. Store sensor parameter threshold for authentication (BSM, Pol

4. Store RFID sensor and QR Code data for authentication (BSC, smart contract)
5. Authentication (smart contract & Pol) in master server

6. Create blockchain.

7. Data distributed

B

Node Sensor

Fig. 4. BSC and BSM flow diagram.

Centralized

Consensus Blockchain Decentralized/Distributed

---3» Wireless Zigbee
. Coordinator > o
— Line Internal

Sensor node
authentication

el
Q
N
]
=
=
[}
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[5)
[

Smart contract/Pol

=
[CSipatabase
=

[Temperature Sensor
Humidity Sensor
MQ2 Sensor

RFID Sensor

QR Code Sensor

End device
& Sensor

<R> Router

Fig. 5. First scenario on WSN data flow to blockchain.

Centralized
Consensus Blockchain Decentralized

Send Authentication
Data

Node Hashing Ke:

Sensor | MAC Address
Node

Sensor Data

Authentication

Distributed

Smart Contract
Pol
Decentralized

BSM !

[Temperature Sensor
Humidity Sensor
MQ2 Sensor

BSC
RFID Sensor
IQR Code Sensor

---» Wireless Zigbee
—> Line Internal

Fig. 6. Flowchart of second test scenario.

The first test scenario was conducted using only smart
contracts integrated into centralized and decentralized
three distributed peer nodes, including A and B (online) as
well as C (online). The test concentrated on hashing
algorithms used to construct blockchain by comparing
SHA-256, Scrypt, Berypt, and Argon?2 for each peer server.
The results were evaluated to provide recommendations
related to the application of hashing algorithms in WSN
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network containing thousands of nodes and vast amounts
of sensor data. The focus was on the execution time
challenges and blockchain programs depending on hash
algorithms selected. The test scenario is presented in the
following Fig. 5.

Each of the four hashing algorithms showed unique
characteristics, specifically in the generation process.
Moreover, the second test scenario presented in Fig. 6
shows the efficiency of hashing algorithm and consensus
mechanism for BSM and BSC. Sensor and wireless
transmission module on node integrated into the
microcontroller were tested for several algorithms as
identities. This was followed by the assessment of the
authentication through the consensus mechanism in the
centralized WSN. After the validation process, blockchain
with an algorithm was formed through the decentralized
system with access provided offline, online, or hybrid. The
algorithms on the microcontroller and blockchain could be
different.

().
A )
)T A A

Pol

Monitoring sensor : smart contract and Pol
Control sensor : smart contract and unique identifier in RFID/QR code for dual verification

Distributed blockchain WSN

Fig. 7. Comparative overview diagram illustrating the differences
between a centralized WSN and the proposed distributed WSN based on
blockchain architecture.

< Node sensor as router/end device with mesh topology
(Microcontroler, Zigbee, Sensor, Actuator, power supply)

< Data Node sensor (Temp, Hum, Mq2),
P Mac, Key Hash, Pan ID

Format data (Float, Int, Varchar, Timestamp)
[€— Verification of sensor node data

Data Filter
Smart Contract

¢ Validation of sensor data
(consisting of three sensor input)

Save Invalid
Log Error

<—— Create block if all three sensor data and
sensor node data are correct

Blockchain

ave to Database| <—— Blockchain save to database

|Server 1 | |Server 2 ‘ |Server 3 ‘ <—— Distributed to several servers

—>
Fig. 8. Data capture to blockchain process.
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Centralized WSN and distributed blockchain-based
WSN exhibit fundamental differences in data flow and the
security protection of both sensor nodes and sensor data.
As illustrated in Fig. 7, we propose an enhanced security
defense mechanism tailored to the monitoring and control
layers of sensor operation prior to the creation of
distributed blocks. For sensor monitoring, we employ a
consensus approach based on smart contracts and Pol
mechanism. Meanwhile, for sensor control, we integrate
smart contracts with a unique identifier embedded in RFID
or QR codes to enable dual-layer verification. The data
capture process for forming a distributed blockchain is
illustrated in Fig. 8.

V. RESULTS AND DISCUSSION

A. WSN Node with Distributed Blockchain

WSN node with distributed blockchain in the form of
SHA-256, Scrypt, Berypt, and Argon2 was tested to
determine the fastest execution time and memory capacity
to store data. This was achieved using a WSN prototype
with 3-5 Zigbee xbee nodes and three monitoring sensors.
Moreover, 10 — 500 blockchain iterations were conducted
using three peer servers distributed including one offline
and two online.

1) WSN node with SHA-256

Fig. 9 shows that the time required to send data to the
three peer servers using SHA-256 is approximately 506.62
seconds.

2) WSN node with Scrypt

Fig. 10 shows that the time required by Scrypt to iterate
500 blocks of three peer servers is 469.49 seconds.

3) WSN node with Berypt

Fig. 11 shows that the time required for Berypt to iterate
500 blocks of three peer servers is 705.87 seconds.

4) Node WSN with Argon2

Argon2 completed 500 blocks of three peer servers in
602.84 seconds as shown in Fig. 12.

Time (Seconds)

10 100 200

Block

500

Peer C (Master) Peer C Offline and A Online Peer C Offline, A and B Online

Fig. 9. WSN node with SHA-256.
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Fig. 10. WSN node with Scrypt.
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Fig. 11. WSN node with Berypt.
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Fig. 12. WSN node with Argon2.

5) Comparison of execution time

Fig. 13 compares the time of execution for the four
hashing algorithms applied to the three peer servers. The
results showed that Scrypt completed the process for 500
blocks at 469.49 seconds faster than SHA-256, Berypt, and
Argon2. This led to the application of Scrypt for
subsequent analysis of the proposed model. Argon2 was
observed to have the largest storage capacity while Berypt
had the smallest.

Time (Seconds)

100 200 300

Block

—8—SHA-256 —@—SCRYPT BCRYPT ARGON2

Fig. 13. Execution time comparison.

B. Comparison of WSN Blockchain Using Only Scrypt
with the Inclusion of SHA-256

This research compared the WSN blockchain using only
Scrypt with the SHA-256 embedded in the microcontroller
as dual authentication on sensor nodes. This is further
explained in the following subsections.

1) Comparison of the Execution Time between Scrypt and
the Inclusion of SHA-256 in Node Sensor in the WSN
Blockchain

The results showed that the addition of security
authentication or smart contract to sensor nodes or
microcontroller led to a longer execution time as presented
in Fig. 14. The difference was estimated at 63.54 seconds,
showing the advantage of adding SHA-256 to sensor nodes
for double security authentication. Therefore, SHA-256
was used for further testing and applied to the architecture
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for the purpose of adding smart contract parameters.
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Fig. 14. Comparison of execution time between WSN blockchain Scrypt
and the inclusion of SHA-256 in node sensor.

2) Comparison of the memory size between Scrypt and the
inclusion of SHA-256 in node sensor in the WSN
blockchain

Fig. 15 shows that the addition of security
authentication or smart contract to sensor nodes or
microcontroller increases the memory size to 132 Kb. This
was because hash data sent was stored in each block in
blockchain.

-
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Scrypt without Hash in Node Sensor Scrypt with SHA-256 Hash in Node Sensor

Fig. 15. Comparison of blockchain memory size in WSN (Scrypt vs.
Scrypt with SHA-256 hashing in sensor nodes).

C. Detection Capacity of WSN with Blockchain

WSN prototype was tested using 3-5 Zigbee xbee nodes
with three monitoring sensors. The scenario focused on
applying the Scrypt hash algorithm with the fastest time to
10 to 500 iterations of three peer servers distributed online,
including one master and two online. The primary
objective of this experiment was to detect valid and invalid
(including malicious) sensor nodes and data, which may
result from manipulation or hardware faults. Below is an
explanation of what constitutes valid and invalid data:
Valid data: Sensor data originating from nodes whose
identities were authenticated via smart contracts, using
MAC address, PAN ID, key hashing (based on UID),
RFID, and QR Code. These data were further validated
using Pol mechanism, based on threshold criteria for
temperature, humidity, and MQ?2 gas levels.

Invalid data: Data from unregistered nodes, tampered or
manipulated sensor readings, values outside predefined
thresholds, or those affected by Sybil attacks, replay
attacks, and other types of malicious intrusions.

1) Detection without node registration

Table IV shows the results of the detection test
conducted using three sensor nodes, three distributed peer
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servers, and 10-500 blockchain node iterations. It was
observed that the external nodes with the same PAN ID not
recorded entered distributed server. For example, only 304
of the 400 block nodes iterated in the server were found to
be valid after check and analysis while 96 were from
outside.
2) Detection using MAC address registration

Detection test conducted using three sensor nodes, three
distributed peer servers, and 10-500 blockchain node
iterations, showed that the data executed and distributed
were only the registered MAC nodes. Illegal nodes were
stored in the designated data log. However, the method had
a weakness which was observed from the storage of the
manipulated sensor data, including temp, humd, and MQ2,
on the server even though node was registered. Table V
shows the results of detection test conducted with a
registered mac address. It was observed that 264 registered
and 36 unregistered nodes were detected. Moreover, 84 out
of the 264 registered had manipulated or invalid data,
leading to a total of 201 considered valid.

TABLE IV: DATA DETECTION WITHOUT REGISTRATION

Outer Number Sent to
No Block Nodes Server
1 10 2 10
2 50 12 50
3 100 22 100
4 200 45 200
5 300 67 300
6 400 96 400
7 500 138 500

TABLE V: DATA DETECTION USING NODE REGISTRATION

Registere Unregistere R:ﬁ:::z::;l:;‘:f Actual
Block d MAC d MAC with Number
Address Address Manipulated of Valid
Nodes Nodes Nodes
Data
10 8 2 3 5
50 41 9 14 27
100 81 19 23 58
200 158 42 36 122
300 264 36 63 201
400 358 42 84 274
500 460 40 106 354

TABLE VI: DATA DETECTION USING SMART CONTRACT (MAC AND
SHA-256 HASH)

MAC: OK,

SHA-23: — SHA2S6: — OK. data o gpyaase:
Block empty, data avallal?le but sensor: OK, data
sensor: not registered, invalid sensor: valid
invalid or  data sensor: (Temp, (Tomp .Humd
valid valid Humd, M’QZ) s
MQ2)
100 27 13 7 53

3) Detection using smart contract (MAC addresses and
SHA-256)

Table VI shows the result of the detection test for nodes
using MAC registration and the inclusion of the SHA-256
hash algorithm in the microcontroller. The result of 100
iterations conducted on block nodes showed that 60 were
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valid based on registration identity, 27 were detected
without SHA-256 hash, and 13 were identified with
different hash algorithms. After rechecking, 7 block nodes
had invalid or manipulated sensor data and this led to the
validation of only 53 block nodes. The trend showed the
need for a more accurate method in the form of a Pol
consensus mechanism.
4) Detection using smart contract (MAC and SHA-256
Hashing) and Pol (Temp)
Fig. 16 shows the application of smart contract and Pol

Temp to 100 block node iterations. It was observed that 57%

of data entered distributed servers or were considered valid
while the rest were detected as invalid according to the
information. Reanalysis showed that 8% out of the 57%
were invalid sensor data 2 (humd) and 11% were invalid
sensor data 3 (MQ2). The method also had a weakness
which was the inability to detect other sensors.

5

B MAC: OK, SHA-256: OK, Data Sensor: Temp Threat Detected / Invalid

'

B MAC: OK, SHA-256: Empty, Data Sensor: Invalid or Valid

MAC: OK, SHA-256: Does Not Match the Server, Data Sensor: Valid
MAC: OK, SHA-256: OK, Data Sensor: Invalid (Humd)
B MAC: OK, SHA-256: OK, Data Sensor: Invalid (MQ2)

® Actual Number of Valid Nodes: MAC: OK, SHA-256: OK, Data Sensor: Valid (Temp, Humd, MQ2)

Fig. 16. Detection using smart contract (MAC and SHA-256 hash) and
Pol (Temp).

5) Detection using smart contract (MAC and SHA-256
Hash) and Pol (Temp, Humd)

Fig. 17 shows the application of smart contracts and Pol
(Temp, Humd) to detect sensor nodes and data. The results
showed that 53% of data in 100 block node iterations in
distributed servers were considered valid while the rest
were invalid. It was further observed from the reanalysis
that 13% of the 53% were MQ?2 invalid, thereby indicating
approximately 40% were valid. The method also had a
weakness of not detecting the 3rd sensor due to the
presence of manipulated or damaged data.

B

r: Temp Threat Detected / Invalid

(

B MAC: OK, SHA-256: Empty, Data Sensor: Invalid or Valid
B MAC: OK, SHA-256: OK, Data
MAC: OK, SHA-256: OK, Data S

MAC: OK, SHA-256: Does Not
BMAC: OK, SHA-256: OK, Data S

® Actual Number of Valid Nodes: MAC: OK, SHA-256: OK, Data Sensor: Valid (Temp, Humd, MQ2)

Fig. 17. Detection using smart contract (MAC and Hash SHA-256) and
Pol (Temp, Humd).
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6) Detection using smart contract (MAC and SHA-256
Hash) and Pol (Temp, Humd, MQ2)

Fig. 18 shows the application of smart contract and Pol
(Temp, Humd, MQ2) to 100 block node iterations. The
results showed that 38% of data entered distributed servers
or was considered valid while the rest were detected as
invalid. According to the information from Pol, 1% of the
38% had an error caused by the influence of network. This
combined method was able to detect valid and invalid
nodes as well as the types of sensors. The percentages
shown represent the number of validated blocks out of a
total of 100 evaluated nodes.

The value of 38% in the section “Actual number of valid
nodes...” indicates that 38 blocks were successfully
verified as valid (i.e., MAC and SHA-256 matched, and
sensor values were within acceptable thresholds).
Similarly, other values such as 15%, 8%, 4%, and so on
each represent the number of blocks out of a total of 100
blocks.

In total, 100 blocks were analyzed, with 38 confirmed
as fully valid and eligible for inclusion in the blockchain.
The information presented in Table VII showed that the
application of two consensuses, including smart contract
and Pol increased the valid data in distributed servers to
97.37%. The remaining 2.63% was associated with the
inability of network to distribute data to all servers.
Although numerically small, this residual error has critical
implications for the resilience of the WSN. In security-
sensitive applications, even a small percentage of
undelivered or unvalidated data can lead to system
inconsistencies, decision delays, or exposure to replay or
injection attacks.

Category A represents the initial category, which relies
solely on MAC registration and is capable of detecting
only 17 invalid blocks. However, 83 blocks (7) were not
identified as invalid and were mistakenly considered valid.
After conducting a data audit, it was found that 45 invalid
blocks (/) were embedded within 38 valid blocks (7). The
formulas for calculating the percentages of valid and
invalid data are as follows:

Valid (%) = (%) x100 and Invalid (%) = (+) x100

Thus, Category A has an undetected invalid data
percentage of 54.22%. The formula is intended for
categories B and C.

In Category B, the system successfully detected 29
invalid data blocks. Further analysis and verification
revealed that 71 blocks (7)) were initially considered valid,
comprising 33 undetected invalid blocks (/) and 38 valid
blocks (7). The results indicate that 53.52% of the data
were valid, while 46.48% were invalid.

In Category C, the system successfully detected 15
invalid MQ2 sensor data entries. However, subsequent
analysis revealed that 18 invalid entries had been included
in the blocks and merged with 38 verified entries. This
occurred because SHA-256 identity verification was
disabled, allowing both legitimate and manipulated nodes
to be accepted into the system. The percentages of valid (V)
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and invalid (/) data were recalculated based on the affected
group, where V=38 and / = 18, resulting in a total of 56
blocks (7).

In Category D, the system initially detected 38 valid
data blocks (100%). However, after a revalidation or data
audit, it was found that 1 block was problematic (for
example, one block may have been missing on a server or
the total number of blocks was not synchronized). The first
valid data (V,) and the new invalid data (/) are then
calculated to determine the value of the new valid data (V),
where: V=V, — I». Therefore, the total block (T7) =V, + I,
The validation was then updated as follows: V,: 38, I;:1.
Then, the percentage of valid and invalid data (after the
audit) can be calculated as follows:

Valid (%) = (V”) x100 and Invalid (%) = (IFb) x100

T

B MAC: OK, SHA-256: Empty, Data Sensor: Invalid or Valid

m MAC: OK, SHA-256: OK, Data Sensor: Temp Threat Detected / Invalid
MAC: OK, SHA-256: OK, Data Sensor: Humd Threat Detected / Invalid
MAC: OK, SHA-256: OK, Data Sensor: MQ2 Threat Detected / Invalid

B MAC: OK, SHA-256: Does Not Match the Server, Data Sensor: Valid

B Network Problem

m Actual Number of Valid Nodes: MAC: OK, SHA-256: OK, Data Sensor: Valid (Temp, Humd, MQ2)

Fig. 18. Detection using smart contract (MAC and SHA-256) and Pol
(Temp, Humd, MQ2).

TABLE VII: VALID NODE DATA USING SMART CONTRACT AND POl

Category B Category C Category D
ﬁfg:’:)ylé MAC: OK, MAC: OK, MAC: OK, SHA-
SHA-256: SHA-256: SHA-256: 256: OK, data
Cat.  empty, data OK, data OK, data sensor: valid
sensor: sensor: sensor: MQ2  (Temp, Humd,
invalid or Humd threat threat MQ?2), 1 Block
valid detected/ detected/ lost/Network
invalid invalid Problem
Valid 45.78% 53.52% 67.86% 97.37%
Invalid  54.22% 46.49% 32.14% 2.63%

D. Comparison of Execution Time for the Monitoring and
Controlling Sensors

A test was conducted to compare the execution time of
the monitoring, controlling, and hybrid sensors. The
monitoring sensors consisted of temperature, humidity,
and MQ?2 in one node. Meanwhile, the controlling sensors
were RFID and QR code nodes. The scenarios focused on
comparing the three monitoring sensor nodes, two
monitoring sensors and one RFID node, two RFID and one
monitoring sensor nodes, as well as two RFID and one QR
Code node. This was achieved using 10-500 block node
iterations with three distributed peer servers.

The results presented in Fig. 19 showed that the
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execution time was approximately 592.47 seconds when
the WSN node was used for the controlling sensors. This
value was much longer than the application of only the
monitoring sensors which requires 533.03 seconds. The
controlling sensors required longer periods due to the
manual control operations between the user and the device
compared to the fully automatic activities of the
monitoring sensors. Meanwhile, the combination of both
led to an unstable execution time. This was possibly due to
network problems which were identified as part of the
factors affecting delivery or transaction process in
distributed network.

0 100 200 300 400 500 600
Block

—®— 3 Sensor Monitoring —8— 2 Sensor Monitoring, 1 RFID

2 RFID, 1 Sensor Monitoring 2 RFID, 1 QR Code

Fig. 19. Comparison of blockchain execution time WSN (sensor
monitoring and controlling).

E. Discussion

System scalability in mesh-topology peer networks
presents challenges related to latency and bandwidth
consumption, which can impact synchronization
performance. The proposed architecture demonstrates
reliable performance under increased workloads,
maintaining minimal error rates even with up to 1,000
blocks. To ensure continued resilience and efficiency at
scale, it is recommended to enhance inter-node
communication, optimize bandwidth usage, and
implement region-based segmentation.

This study specifically focuses on memory efficiency,
execution speed, data security, and sensor validation
within a distributed blockchain-based WSN architecture—
particularly emphasizing node identity verification and
data filtering through the consensus mechanisms of smart
contracts and Pol. As such, evaluation parameters
including latency distribution, energy consumption,
network overhead, and error rate were not prioritized
during the current experimental phase. Nonetheless, these
parameters are recognized as critical for assessing the
overall performance of WSN systems, particularly in the
context of large-scale and long-term deployments. The
evaluation of these aspects is planned for future work,
enabling the proposed solution to be assessed not only in
terms of data security and validity, but also in terms of
network efficiency and resource utilization

VI. CONCLUSION

In conclusion, this study presents a novel approach
through a dual-layer architecture (BSM and BSC) that
separates monitoring and control functions within
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blockchain-based WSNs. By integrating Pol consensus
mechanism, smart contracts utilizing UID-based hashing,
and evaluations of lightweight hashing algorithms, the
model enhances data validity, node security, and
processing efficiency on resource-constrained devices.
The results showed that the fastest blockchain algorithm
for WSN architecture and distributed blockchain in
detecting dangerous nodes and sensor data was Scrypt with
469.49 seconds. The addition of the SHA-256 algorithm as
smart contract on sensor nodes or microcontroller led to a
longer execution time than without hash as observed from
the difference of approximately 63.54 seconds. However,
the inclusion led to more security for sensor nodes. The
combination of two consensus mechanisms, smart
contracts (MAC and SHA-256) and Pol three sensor
parameters (Temp, Humd, MQ?2), detected and maintained
97.37% valid sensor nodes and data. Furthermore, the
implementation of the controller sensor comprising two
RFID nodes and one QR code node over 500 block node
iterations across three distributed peer servers resulted in a
total execution time of 592.47 seconds, which is longer
than the monitoring sensor’s execution time of 533.03
seconds. This was because the process was based on the
usage of manual control between the user and the device.
The combination of both controlling and monitoring
sensors showed an unstable execution time. Therefore, the
model architecture was required to separate the monitoring
and controlling sensors. This was necessary because the
monitoring sensors prioritized automatic operation, speed,
and data accuracy in real-time. Future work could focus on
optimizing Pol algorithm for real-time deployment in
large-scale sensor networks by addressing challenges such
as network latency and energy efficiency. Additionally,
exploring the integration of edge computing and adaptive
threshold  mechanisms may  enhance  system
responsiveness and broaden applicability in dynamic real-
world environments.
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