Int. J. Elec&Electr.Eng&Telecoms. 2015

2
-
JJEETC

Infernafonl Journal of Electrical and Electronic Engineering & Telecommunicetions

Research Paper

ISSN 2319 - 2518 www.ijeetc.com

Special Issue, Vol. 1, No. 1, March 2015

National Level Technical Conference P&E- BiDD-2015
© 2015 JEETC. All Rights Reserved

AGENT BASED ROUTING FOR WORM HOLE
ATTACK IN MANET

Selvin Pradeep Kumar S'* and Ajitha L?

*Corresponding Author: Selvin Pradeep Kumar S, DX selvinpradeepkumar@gmail.com

The existence of misbehaving nodes may paralyze the routing operation in MANET. To overcome
this behavior that trustworthiness of the network nodes should be consider in the route selection
process combined with the next count. The trustworthiness is achieved by measuring the trust
value for each node in the network. In this paper a new protocol based on agent based monitoring
followed the Dynamic Source Routing (DSR) algorithm is presented. This protocol is applied in
agent based trusted Dynamic source routing protocol for MANET’s. The objective of this protocol
is to mange trust information among self nodes with minimal overhead in terms of time delay
and data loss. This objective is achieved through Collaborative Agent Monitoring System (CAMS)
by installing in each participated node in the network. CAMS Consist of two types of agent: Self
monitoring agent and routing agent. A proposed realistic objective model for measuring trust
value is introduced. One of the significant attack in ad hoc network is wormhole attack is more
hidden in character and tougher to detect. In this paper an Attitude Agent Intrusion Detection

System (AAIDS).
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INTRODUCTION

Mobile ad-hoc networks (MANETS) are a
collection of mobile nodes which communicate
with each other via multi-hope wireless links.
Each node in MANETs must act as a router as
well as host at the same time. MANETS routing
protocols are classified into two categories,
table-driven (proactive) and on-demand
(reactive) as shown in Figure 1 [1]. On-demand

routing protocols which are considered in this
paper perform better with significantly lower
overheads than table-driven routing protocols
in many situations [2].

In general, both types of routing protocols
for MANETs are designed based on the
assumption that all participating nodes are fully
cooperative. Due to MANETSs characteristics
such as openness, mobility, dynamic topology
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Figure 1: Categorization of Ad Hoc
Routing Protocols
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and protocol weaknesses, these may be
targeted by attackers in a number of ways [3,
4]. Several “secure” routing protocols have
been proposed for MANETs [5-8]. Most of
them assume centralized units or trusted third
parties, which actually destroy the self-
organization nature of MANETs. These
protocols are effective to fight against external
attacks, but are not able to prevent selfishness
like misbehaviors. For example, a node may
refuse to forward data packets for other nodes
to save its battery. So a comprehensive
approach is necessary for MANETSs to prevent
both attacks and misbehaviors. This approach
is regarding the security improvement of the
above mentioned protocols. This is achieved
by developing mechanisms for measuring the
trustworthiness of the net-work nodes. The
measure of the trustworthiness of such nodes
is through a term called trust level, which
results in what is called trusted routing
protocols. Many trusted routing protocols have
been suggested as an effective security
mechanism in MANETs [9-15]. In these
protocols, measuring the node’s trust level is
challenging issue due to the characteristics of
MANETSs [16].

The main presumptions of intrusion
detection are these: the client and program
activities are noticeable by means of system
auditing mechanisms. More significantly,
regular and intrusion actions have a distinct
behavior. Intrusion detection, therefore, entails
capturing audit data and analyzing about the
proof in the data to decide whether the system
is under attack or not. Depend on the form of
audit data adopted, Intrusion Detection
System (IDS) can be categorized as host-
based or network-based. A network-supported
IDS normally operates at the entrance of a
network. IDS detain and scrutinize packets that
run through the network hardware interface [1].
A host-based IDS relies on operating system
audit data to observe and analyze the events
created by clients or programs on the host.
Intrusion exposure methods can be labeled into
anomaly detection and misuse detection [2].

The misuse detection systems exploit
models of renowned attacks or frail spots of
the system to match and identify known
intrusions. The main drawback is that it lacks
the capability to detect the truly novel attacks.
Anomaly detection subsystems monitor
activities that move away significantly from the
standard normal usage profiles as anomalies.
The main advantage of anomaly detection is
that it does not need previous details of
invasion and can thus detect new intrusions.
The main short-coming is that it may not be
able to depict what the attack.

Worm Hole Attack

Wormhole attack is also called the tunneling
attack. An attacker receives a packet at one
point and tunnels it to another malicious node
in the network. This way beginner assumes that
he found the shortest path in the network. This
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Figure 2: Wormhole Attack

tunnel between two colluding attackers is called
the worm hole [1, 2 and 3].

ROUTING, ADDRESSING
MISBEHAVIOR PROBLEMS
(RAM)

The ultimate goal of the security solutions for
MANETSs is to provide security services, such
as authentication, confidentiality, integrity,
anonymity, and availability, to mobile users.
In order to achieve this goal, the security
solution should provide complete protection
spanning the entire protocol stack. In this
section we consider a fundamental security
problem in MANET: the protection of its basic
functionality to deliver data bits from one node
to another. In other words, we seek to protect
the network connectivity between mobile
nodes over potentially multi-hop wireless
channels, which is the basis to support any
network security services. Multi-hop
connectivity is pro-vided in MANETSs through
two steps: (1) ensuring one-hop connectivity
through link-layer protocols (e.g., wireless
medium access control, MAC); and (2)
extending connectivity to multiple hops
through network layer routing and data
forwarding protocols (e.g., ad hoc routing).
The ultimate multi-fence security solution

naturally spans both layers, as illustrated in
Figure 2. Due to the absence of a clear line
of defense, a complete security solution for
MANETSs should integrate both approaches
and encompass all three components:
prevention, detection, and reaction [18].

In the MANET context, the prevention
component is mainly achieved by secure ad
hoc routing protocols that prevent the attacker
from installing incorrect routing states at other
nodes. These protocols are typically based on
earlier ad hoc routing protocols, and employ
different cryptographic primitives (e.g., keyed-
Hash Message Authentication Code (HMAC),
digital signatures, hash chains) to authenticate
the routing messages. The detection
component discovers ongoing attacks through
identification of abnormal behavior exhibited
by malicious nodes. Such misbehavior is
detected either in an end-to-end manner, or
by the neighboring nodes through overhearing
the channel and reaching collaborative
consensus. Once an attacker node is
detected, the reaction component makes
adjustments in routing and forwarding
operations, ranging from avoiding the node in
route selection to collectively excluding the
node from the network.

The routing protocols that have been
proposed assume that the nodes will fully
participate. Unfortunately, node misbehavior
is a common phenomenon. Misbehaving
nodes at the routing level can be classified into
two main categories:

Selfish Node: operates normally in the Route
Discovery and the Route Maintenance phases
of the routing protocol. However, it does not
perform the packet forwarding function for data
packets unrelated to itself. The selfish node
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attempts to benefit from other nodes, but refuse
to share its own resources.

Malicious Node: acts to the detriment of the
network by manipulating routing. Many routing
protocols use hop count as a metric. A node
can falsely claim a low hop count to a
destination, enabling it to intercept traffic for
that destination. Node identities are not
authenticated, so a node can claim to be the
destination of a route.

Since such misbehaving nodes patrticipate
in the Route Discovery phase, they may be
included in the routes chosen to forward the
data packets from the source. The
misbehaving nodes, however, refuse to
forward the data packets from the source. So,
the existence of misbehaving nodes may
paralyze the routing operation. The adverse
effect of routing misbehavior will be illustrated
in the context of DSR in Section VI; the
simulation results motivates our development
of an efficient approach for detecting and
mitigating routing misbehavior.

RELATED WORK

In the literature, several researches have been
done to enhance the security, misbehavior
detection as well as trust management [11, 20-
26]. There are common basic functions among
the reviewed trust models as summarized in
Figure 3, in each model, these functions are
executed differently. The nodes watch out their
neighbors during a communication and send
areport to the members of the network. Each
node updates the trust about its neighbors by
combining the reports about them and that
node’s experience with the neighbors. If a
node’s experience is less than a certain
threshold, then it is excluded from the network.

Figure 3: Functions of Trust Models
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The systems differ in the way this information
is spread and in the formula used to evaluate
reputation value. The aim of a system for the
node is to be able to find the best possible
route for sending own packets and eventually
to prevent misbehaving nodes from using the
network. In this section, various reputation and
trust-based systems as proposed in the
literature for MANETSs are reviewed in what
follows.

Proposed Detectors for Intrusion
and Malicious, Selfish Node (DIMS)
Proposed behavior based anomaly intrusion
detection system intrusion detection and
response systems must be both collaborative
and distributed to suit the needs of mobile ad-
hoc networks. In this DIMS structure as shown
in Figure 4, all nodes in the MANET take part
in intrusion detection and response. Each
device is liable for detecting symptoms of
violation locally and independently, but
neighboring devices can jointly examine in a
broader range.
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Figure 4: DIMS Frame Work for MANET

Each DIMS entity runs individually and
observes local activities including systems and
client activities and communication activities
within the broadcast range [1]. DIMS perceives
invasion from local traces and initiates
appropriate response. If abnormality is
discovered in the local data or if the proof is
unconvincing and then a wide search is
permitted, allowing neighboring DIMS agents
to participate in comprehensive intrusion
detection action. These individual DIMS
agents collectively form the DIMS system to
defend the mobile ad hoc network.

The internal units of the DIMS can be quite
complex, but conceptually it can be organized

into six pieces as shown in Figure 5. The data
collection section is liable for collecting local
activity logs and audit traces. Subsequently,
the local detection module will exploit these
data to detect the local anomalies. Detection
schemes that require larger data sets or that
need collaborations among DIMS agents will
use the cooperative detection module.
Invasion response deeds are furnished by both
the local response and broad response
modules. The local response section activates
actions confined to this mobile node. For
example, the DIMS agent alerts the local node.
while the broad one coordinates actions
among neighboring nodes such as the DIMS
agents in the network selecting a remedial
action. Further, itis assumed that a shielded
communication unit affords a secret
communication channel among DIMS units.

Methodology of Detection Systems

This section focuses on how to create anomaly
detection models for mobile wireless
networks. The main components of anomaly
detection mechanism applied in the present
research work are as follows: (1) anomaly

Figure 5: Incoming/Outgoing Traffic
Traces
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detection engine-this is where the captured
audit data is compared to the user/network
profiles stored in the profile database. (2)
Reports database-this is where the normal
reports of client and network behaviors are
stored.

It is fairly hard to compose a complete set
of network/user profiles fora MANET, due to
its unique characteristics [17]. The common
practice in a MANET research is to build the
network/ user reports of a MANET based on
certain specification applied in the network,
such as routing protocol or security
mechanism specification. A similar practice is
applied in this research work.

The basic principle for anomaly detection
is to observe attribute of normal behavior that
is different from that of abnormal behavior. The
detectors of DIMS are trained by using normal
data to forecast what is normal in the
consequent event, given the previous 'n’
events. In supervising, when the genuine event
is not what the detector has predicted, there
is an anomaly. Using this framework, the
following method for anomaly detection is
employed: (a) select audit data, (b) carry out
suitable data transformation according to the
binary representation, (c) compute detector
using training data, (d) apply the detector to
test data, and (e) post-process alarms to
produce intrusion reports.

Worm Hole Attack Model: Attitude
Agent Intrusion Detector Systems
(AAIDS)

In this present research work, wormhole attack
is implemented using Qualnet simulator as
shown in Figure 6. The attack scenario for the
ad hoc network is briefly illustrated in this

Figure 6: Wormhole Attack Model
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section. In this wormhole attack, the adversary
disrupts ad hoc routing protocols using higher
bandwidth and lower-latency links. Wormhole
attack is more hidden in character and tougher
to detect [18]. The term wormhole refers to
adversary carrying information and travelling
faster than anyone else. Thus, the adversary
is capable of launching unusual timing attacks.
Attacker can relays packets quicker than
regular nodes that need a queuing delay,
transmission delay and MAC contention delay
[19]. A wormhole assailant digs messages
collected in one place in the network over a
low-latency high-bandwidth link and
rebroadcasts them in a different place. This
usually necessitates at least two adversarial
gadgets colluding to relay packets along a
speedy channel available only to the attackers,
so that it can interrupt multi-hop ad hoc routing.
In the presence of wormholes, the attacking
nodes can selectively let routing control
messages get through them. Then, the
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wormhole link has a higher probability of being
chosen as part of multi-hop routes due to its
excellent packet delivery capability. Once the
attacking nodes know they are enrouted, they
can launch a black hole attack to drop all data
packets or a gray hole attack to selectively
drop some critical packets. Awormhole attack
is implemented in three modes: (1)
THRESHOLD: In this mode, wormhole drops
any packet with size greater than or equal to
the threshold value. It shows the wormhole
tunneling function with a user defined threshold
value (72 bytes in this case). (2) ALLPASS:
Wormhole passes all packets irrespective of
their size during this mode. It shows how
wormhole passes all packets including control
packets and data packets. (3) ALLDROP: In
this mode, the wormhole drops all the packets
irrespective of their size. It shows how the
wormhole drops all the packets including
control packets and data packets.

The following steps are performed to create
this attack Scenario using the GUI [20]:

1. Place six nodes of the default device type
and three wireless subnets on the canvas.
Connect all the nodes to the corresponding

wireless subnet as shown in the Figure 6.

. To set MAC protocol for second subnet
(nodes 2 and 5), go to MAC layer tab of
wireless subnet properties editor and set
MAC protocol to wormhole and set
wormhole parameters.

» To enable the THRESHOLD mode, set
wormhole operation mode to Threshold.

* To enable the ALLPASS mode, set
wormhole operation mode to All Pass.

* To enable the ALLDROP mode, set
wormhole operation ode to All Drop.

3. Create CBR application between node 1
and node 6.

DIMS Extension for DSR, AODV
and DSDV Routing Protocols

The simulated network comprises mobile
nodes acting both as terminals and information
relays with sufficient infrastructure for radio
communication. This setup relates to an ad-
hoc network that usually utilizes multi-hop
routing scheme. In the present work, DSR +
AAIDS, AODV + AAIDS and DSDV + AAIDS
protocols have been developed. Three
different simulation experiments were
conducted to study the performance of DSR,
AODV and DSDV routing protocols with and
without DIMS extensions for the detection of
wormhole based misbehaving Nodes.

DSR + AAIDS

In the first simulation scenario, AAIDS agent
is incorporated among all the nodes in the ad
hoc network. In DSR +AAIDS scheme, AAIDS
agent is working on the top of DSR routing
protocol [21]. Each of these nodes.
participates in the route discovery process of
the DSR routing protocol. There are two
stages. During the first stage, AAIDS agentin
each node studies the normal traffic pattern of
DSR protocol events. This is called as learning
phase. During second stage, wormhole
attacks are introduced over few numbers of
nodes where they acted as misbehaving
nodes. Now, AAIDS agent attempts to detect
anomalies by observing the change in traffic
pattern. This is termed as detection phase. The
method of data collection will be delineated in
the subsequent Sect. C

AODV + AAIDS
In this simulation scenario, AAIDS agent is
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incorporated among all the nodes in the ad
hoc network. AAIDS is working on the top of
AODV routing protocol [22]. In the learning first
phase, AAIDS agentin each node studies the
normal traffic pattern of AODV protocol events.
During second phase, wormhole attacks were
introduced over few observing the change in
traffic pattern.

COMPANION-BASED
ROUTING PROTOCOL (CRP)

In CRP, trust of the nodes is determined by
sending challenges and sharing friends’ lists.
The proposed algorithm is divided into four
stages: Challenge your neighbor, Rate
friends, Share friends and Route through
friends. Challenges are sent to authenticate
the nodes. Nodes which complete the
challenge are put into the friend list and
otherwise they are put into the question mark
list. In rate friends stage friends rating is done
on the basis of the amount of data they transmit
and rating obtained by other friends.

Node’s Trust Value Calculation

Measuring the trust value of a node is always
a challenging problem [10, 11]. A node’s
trustworthiness ito the quality of services it
provides to others. If the quality of a service
can be objectively measured, then an entity’s
trustworthiness for that service is called
objective trust. Most of the previous researches
used the approach of subjective trust. They
classified the trust relation as a direct and an
indirect relation, Figure 7 shows the type of
trust relationships. Each node has a direct trust
relation with the nodes located inside its
communication range (neighbors); the direct
trust relation is computed by monitoring the
behavior of the neighbors in the routing

Figure 7: Type of Trust Reltionships

Sy Diirect Trust
# Indirect Trust

process. On the other hand, the indirect trust
relation is concerned with the other nodes
located outside the node’s communication
range (non-neighbors); a useful method to
compute the indirect trust relation is flooding
the network with request messages and
waiting replies. Evaluating the direct and
indirect trust relation consumes both
bandwidth and energy, delays the route
discovery process and complicates the routing
process due to the additional computational
overhead.

The development of our trust value
calculation method is based on the Secure and
Objective Reputation based Incentive (SORI)
basic scheme [23]. In that scheme, neighbor
monitoring is used to collect information about
the packet-forwarding behavior of the
neighbors. Due to the promiscuous mode that
they assume, a node is capable of overhearing
the transmissions of its neighbors. With this
capability, a mobile node N can maintain a
neighbor node list (denoted by NNLN) which
contains all of its neighbor nodes that node N
learns of by overhearing. In addition, node N
keeps track of two numbers, for each of its
neighbor (denoted by M), as below. RFN (M)
(Request-for-Forwarding): The total number of
packets that node N has transmitted to node
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M for forwarding. HFEN (M) (Has-Forwarded):
The total number of packets that have been
forwarded by node M and noticed by node N.

With the fore-mentioned neighbor
monitoring, a node could build a record of the
reputation of its neighboring nodes (direct trust
relationship). Reputation propagation is
employed to have neighbors share the
reputation information (indirect trust
relationship).

Self Monitoring Node
The reputation propagation works as follows:

1. Each node N periodically updates its LERN
(M) for each neighbor node M based on the
changes of RFN (M) and HFN (M), and it
broadcasts the updated record to its
neighborhood if CN (M) has significantly

changed.

. Node N uses its LERN (M) and LERI (M)
(where i is in the NNLN) to calculate its
Overall Evaluation Recorded node M
(denoted by OERN(M)) as [24]:

STie NNLy U{NY, i £ X, An(). G (M) Gi(M)

OER (M
A M) Sk C NNLy U{NT. &k £ M, 2n (K).Ci(M)

The trust value basic scheme calculation has
several drawbacks. (1) Increased node’s
power consumption because it assumes that
each node operates in a promiscuous mode
to monitor its neighbors continually. (2)
Flooding the network by broadcasting the
updated evaluations consumes the network
limited bandwidth. (3) The broadcasted
evaluation records may come from
misbehaving nodes which leads to wrong
results. (4) Taking into consideration the
credibility of node i which broadcasts its
evaluation record about node X when
calculating OER(X) leads to computational

overhead. (5) It does not take into account a
node’s “selective forwarding” behavior, where
it only forwards small packets while selectively
discarding larger ones.

HF (M) « Pki Size(HF(M))

Trust_Value (M) = L s
RF(M) * Pki_Size(RF(M))

Trust Values Propagation

In order to disseminate the trust information
without flooding the network with request
messages, ATDSR depends on transferring
the trust values of nodes through the Route
Request packets as shown in Figure 8. In
addition to the routing information, each Route
Request (RREQ) packet contains a trust
record in which is accumulated a record of the
sequence of hops taken by the RREQ packet
as it is propagated through MANETs during
this Route Discovery process.

For each node acting as a forwarder during
the Route Discovery process, its routing agent
ROA is responsible for appending the
computed trust value of that node to the RREQ
packet that was sent by the preceding node.
In this manner, when a RREQ packet s sent, it

Figure 8: Trust Value Propagation Through
RREQ Packets
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carries the trust information about each
forwarding node.

PERFORMANCE
EVALUATION: INTRUSION
AND MALICIOUS, SELFISH
NODE

Simulation Environment

The data packet size was 512 bytes. The
wireless transmission range of each node was
Tr=250 m. In the simulations, Nt = 100 mobile
nodes randomly distributed over a 700 (m) by
500 (m) flat area. The source and the
destination nodes were randomly chosen
among all nodes in the network. The total
simulation time was 900 s. For each
experiment, 20 simulations were run to obtain
the average values. Both UDP and TCP traffics
have been simulated to evaluate the

performance of our model. Arandom waypoint
mobility model [21] was assumed with a
maximum speed of Vm = 10-50 m/s and a
pause time of 0 s. The mobility scenarios were
generated by the “random trip” generic mobility
model. The Constant Bit Rate (CBR) traffic
model was used. Each simulation included 50
CBR sessions, each CBR session generated
four packets per second.

Routing Misbehavior Problem

In this section, the routing misbehavior problem
is illustrated in the context of the DSR protocaol;
the following notations are used while
describing the problem caused by routing
misbehavior: Pr The ratio of misbehaving
routes Pm The ratio of misbehaving nodes In
order to demonstrate the adverse effect of
routing misbehavior, we compute the ratio of
misbehaving routes.

Figure 9: Simulation Result with Varying No of Malicious Nodes
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Figure 10: Simulation Results with Varying Number Nodes
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Simulation Results and Analysis

This section presents our simulation
methodology. To examine ATDSR, we
compared it with that the standard DSR [17]
protocol and Trusted DSR (TDSR) [22]. Atotal
of three simulations were conducted to
evaluate the performance of ATDSR under
varying number of malicious nodes, mobility
and node density. The parameters mentioned
above in the simulation environment are
common to all three simulations. To evaluate
the performance of the proposed scheme, the
following metrics are adopted [22]: Packet
Delivery Ratio (PDR)c The ratio between the
number of packets received by the destination
nodes to the number of packets sent by the
source nodes Routing Packet Overhead (RO)
The ratio between the total number of control
packets generated to the total number of data

packets received during the simulation time
Average Latency (AL) The mean time taken
by the packets to reach their respective
destinations (in milliseconds).

PERFORMANCE
EVALUATION: WORM HOLE
ATTACK MODEL

Qualnet v 4.5 simulator has been used to
analyze AAIDS in detecting wormhole based
misbehavior for the underlying dynamic source
routing (DSR), ad-hoc on-demand distance
vector (AODV) and destination sequence
distance vector (DSDV) routing protocols.
Since AAIDS works as an extension technique
for the DSR, AODV and DSDV routing
protocols, the performance of the AAIDS
scheme is actually the performance of the DSR
+ AAIDS, and DSDV + AAIDS. In addition to
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that, effectiveness of DSR + AAIDS, AODV+
AAIDS and DSDV + AAIDS are compared
with the existing DSR + HNSA to improve the
network performance. Simulation results are
based on the following metrics: (1) detection
rate, (2) false alarm rate, (3) packet delivery
ratio, (4) routing overhead.

CONCLUSION

The routing protocol is critical to MANET’s
performance, there for security is crucial. A
Comprehensive review of some important
research focusing on Trusted routing protocol
of providing security with a critical evaluation
of their strength and weakness are also
presented. CRP depends on self monitoring
of each node to find out its trust value. Attitude
Agent Intrusion Detector Systems (AAIDS),
which obtained information available from the
routing protocol for intrusion detection
purposes. These detectors are capable of
tracing an intrusion by observing deviations
from the normal or expected behavior of nodes.
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