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Abstract—Security monitoring is a viable solution to
enhance the security capability in the current power control
Supervisory Control and Data Acquisition (SCADA) system,
more broadly Industrial Control System (ICS), since the
intrusion detection system as a main tool for monitoring can
be easily deployed without any change of SCADA
configuration. We explain how to design the SCADA
domain-specific network security monitoring system,
reflecting semantics of the target SCADA network. However,
the attack vectors of the recent attacks to the SCADA/ICS
systems are the vulnerabilities of the software underlying
the host systems. In this respect, we need security
monitoring running on host systems which can provide
process and memory protection. Furthermore, network and
system management (NMS), which incorporates the
traditional network management into the power control
system, can not only help to manage and maintain the
IT/OT (information technology and operational technology)
systems in a unified way, but also enhance the security
capability of the SCADA system with collaboration with
network and host security monitoring.

Index Terms—Cyber security, IDS, network management,
power control network, SCADA, security monitoring

I.  INTRODUCTION

Realizing the importance of cyber security of the
Supervisory Control and Data Acquisition (SCADA)
network which lies in the core of the power control
system, a plethora of works have been published to
address this issue by international standard bodies,
government organizations, utilities, vendors, and
academic researchers. These cyber security-related
documents published mainly by international standard
bodies and government organizations are classified by
two criteria. One is the degree of technological details by
which the documents can fall under management-oriented
or technology-oriented categories. The other is the target
or domain to which the documents are intended. All the
security measures proposed and adopted in those
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documents eventually come under one of three security
strategies: network separation, communication message
security, and security monitoring [1].

Even though complete physical separation is not
possible in the current SCADA network, logical network
separation, which divides the network into different
domains depending on criticality or functionality or any
other purposes, is an effective strategy to prevent
unwarranted entries into the network. Each domain
constitutes a virtually separated network which is only
connected to other domains via dedicated entry points,
only on which all information flows are exchanged and
strict security policing is enforced. The primary goal is
that when attackers try to penetrate deeper networks, it
can reduce the probability of attack success, i.e. attacks
are as isolated into a penetrated network domain as
possible, mitigating attack impacts. The concept to
separate one network into several segmented zones or
domains is nothing new in the network design of the
Information Technology (IT) world. Firewall and
Intrusion  Prevention System (IPS) are common
equipment used for this purpose, and virtual private local
area network (VPN) is a common network design
technique used for deploying logically separate networks.
The network separation, the strategy of which is often
called ‘defense-in-depth’, is the go-to strategy that is
being implemented in the current SCADA/ICS system,
and it will continue to act as a primary defense strategy
(2], [3].

Communication message security in the power control
system is aimed at providing the integrity, authentication,
and/or confidentiality of messages exchanged between
devices in the SCADA system, based on digital signature,
keyed-hash message authentication code (HMAC), crypto
algorithms, and security protocols such as Transport
Layer Security (TLS). The International Electrotechnical
Commission (IEC) standards [4]-[7] addresses this issue,
specifying security measures to provide the integrity,
authentication, and/or confidentiality of communication
messages defined in the IEC 61850 standards, which are
officially utilized for substation automation systems.

However, the major challenge of this strategy lies in
implementation. Embedded devices in substations have
limited computing resources and can devote only a part of
their resources for security processing. In addition to
implementation, migration is another daunting challenge
since installing security functions into legacy devices
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overnight is not possible. Replacement or even
retrofitting process will be difficult and time-consuming
because SCADA systems should be in 24/7 operation.
Considering implementation and migration challenges, it
is hard to expect to adapt the communication message
strategy to the SCADA system in the foreseeable future.

Security monitoring is also an integral part of security
strategies in the traditional networks. While network
separation is aimed to prevent unauthorized access into
the SCADA system, security monitoring intends to detect
and reports any illegitimate behavior inside the SCADA
system. In reality, network separation cannot guarantee
complete prevention of illegal access, but only can
decrease the possibility of unauthorized access and
mitigate any disruptive incidents by illegal operations.
For this reason, security monitoring is considered to be an
indispensable part of security strategies.

Compared to typical IT systems, the SCADA systems
have predictable patterns of traffic flow between fixed
network nodes. This simplicity renders monitoring
solution more attractive in the SCADA system.
Furthermore, the communication in the SCADA system
mostly rely on the standard protocols such as IEC 61850,
DNP3 (distributed network protocol 3), and Modbus,
which correspond to the application layer protocols above
the TCP/IP stack. This uniformity makes easy to derive
rules from the protocols, which can be used to decide
which behaviors are normal or not in the network.
Moreover, security monitoring can be easily adopted to
the current SCADA network without any significant
change of system architecture and components. In this
sense, security monitoring strategy can provide much
room for enhancing security capability in the current
system without any hassle.

In this paper we will explain how to design network
security monitoring which is reflecting the semantics of
the underlying SCADA systems based on the analysis of
the current works. We also point out the limitation of the
network security monitoring approach, considering the
current cyber-attacks against the SCADA/ICS systems.
And we explain the necessity of host-level security
monitoring.

Network management is an essential tool to monitor
and control a network system in a comprehensive way.
However, the current network management system is
only focused on network components, consequently
causing IT and OT (operational technology) management
to be separated. In this respect, network and system
management (NMS) will help to realize the integration of
IT and OT operations. Another benefit of monitoring
based on network management is that it can provide the
possibility to upgrade the capability of security in
SCADA systems.

II.  NETWORK SECURITY MONITORING

Network security monitoring is to do the collection,
analysis, and escalation of indications and warnings to
detect and respond to intrusions. Security monitoring is a
way of finding intruders on the network and do
something about them before they damage the system [8].
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In a nutshell, security monitoring is involved in detecting
and reporting any illegal behaviors in the system,
consequently providing the necessary high-level of
security and reliability in the SCADA system.

The intrusion detection system (IDS) is a main tool to
do security monitoring. The techniques of IDS, in which
we are interested for the SCADA system, is the anomaly-
based detection. The anomaly detection is the process to
determine which observed events are to be identified as
abnormal because it has significant deviation from
normal behavior which is called ‘profile.” As always, the
difficult part is how to decide or derive profiles which
reflect all semantics of the system. Thus, the main task to
do security monitoring is to design domain-specific IDS
which is aware of the target domain semantics. Here, we
classify four kinds of information to derive profiles for
SCADA-aware IDS: network flows, application protocols,
process features, and data features for self-learning.

Fig. 1 shows the framework of the anomaly-based
intrusion detection. In this framework, the learning box to
derive profiles is part and parcel of the whole procedure.
Analyzing inputs to the learning box, we derive profiles
or normal behavior.

alert
Profiles or
Messages —| (whitelists/Rules/Modelsy—>report
Threshold (p) or
action

S
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@ applicationprotocol — _
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—
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@ data features for training—

Fig. 1. Framework of intrusion detection system (IDS).

A. Flow-Aware Monitoring

The first input to the learning box to be considered is
the information about network traffic flows in the target
system. As the paper [9] well pointed out, the SCADA
networks have very predictable patterns compared to IT
networks. In the IT network, it is not possible to
completely predict a list of allowable communication
paths. A large portion of the traffic occurring in the IT
network is involved in human actions, leading to dynamic
traffic patterns. On the contrary, the SCADA network
configuration is stable and has the fixed IP addressing
schemes. Unless there is any abrupt change in the system
configuration, intentional or unintentional, communica-
tion paths are deterministic since data exchanges take
place between fixed nodes such as control servers,
intelligent electron device (IED), programmable logic
controller (PLC), remote terminal unit (RTU), and other
field devices, which are mostly machine-to-machine
communication.

Considering the current substation automation system
(SAS) is running on the TCP/IP stack and Ethernet-based
local area networks (LANS), the flow can be defined by
the 3 address tuples of source and destination stations:
(media access control address, IP address, TCP/UDP
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port). Then, we can specify a list of allowable flows in
the network, which is often called a whitelist. This list
can be preconfigured based on the knowledge of
legitimate nodes and communication in the network,
and/or dynamically managed based on the result of
monitoring traffic by switches in the network. The
network flow-aware anomaly detection approach are
elaborated in the papers [9]-[12].

B. Protocol-Aware Monitoring

These days, the SCADA networks in the power control
system are operating based on the standard
communication protocols such as IEC 61850, IEC 60870-
5-104, DNP3.0, and Modbus. All the measured data, state
information, and on/off command are delivered as the
application protocol data unit (APDU) encapsulated in IP
packets. The semantics of each fields in the APDU can be
used to verify the validity of the incoming packets, and
detect any anomalous communication. Furthermore, any
correlated rules between different fields of the same
packet or between the fields of subsequent packets are
also utilized as effective criteria to decide whether
incoming packets obey the logic of the application
protocols.

For example, if the sequence number field exits in the
header, the sequence numbers of all packets should be in
order, and the following packet’s number should be
incremented by one. Time stamp field is also useful to
check the correctness of a series of arriving packets. In
this way, the extracted APDU information of incoming
packets is compared with profiles by simple matching or
sometimes checking rules of a single packet or between
the sequences of packets.

In practice, the rules that could be derived from the
information of APDU are much more complex than the
simple examples explained above. The deeper we go into
the inside of APDU, the more detailed and reliable rules
we can extract. This Deep Packet Inspection (DPI) is
currently being touted as one direction of security
monitoring approach in the SCADA system.

The papers [13]-[20] derive the profile regarding IEC
61850 protocols. The papers [21], [22] propose IDS
based on DNP3.0 and IEC 60870-5-104 which is a
variation of DNP3.0. The paper [23] proposes IDS
relating to Modbus protocol, and the paper [24] proposes
the framework to generate dynamic rules for multi-
protocols. The protocol-aware anomaly detection
approach can be integrated with the flow-aware method
together, since the SCADA-specific application protocols
are running over the TCP/IP stacks. This approach is also
called the rule-based, model-based, or specification-based
anomaly detection in other literatures

C. Process-Aware Monitoing

The effectiveness of anomaly detection can be
increased as we can derive profiles which are more aware
of semantics of the target SCADA system. If we can
extract normal/abnormal features from the changes of
states at the process level, we can enhance the
performance of anomaly detection capability.
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The papers [25]-[30] propose and explain this
approach, which we call the process-aware anomaly
detection approach. This deep process-level inspection
method, compared to the deep packet inspection, tries to
capture useful features from the relation of the process-
relevant parameters: data semantics of sensors and
actuators, logics of commands, and dynamics of process
operations.

The framework of this method can be generalized as in
Fig. 2. The commands issued by control servers intend to
do some specific operations and generate new state at the
process-level operation. Then, IDS compares new state
with the predicted state which is the intended state and
acts as a normal state. If deviation from the predicted
state surpasses a defined threshold, the state is interpreted
as abnormal. In this way, when suspicious or erroneous
commands are detected, the detection system generates
alert signals in order to avoid the process reaching
insecure or unsafe states.

Naturally, this approach can be combined with the
protocol-aware monitoring under the banner of the deep
packet inspection [17], [19].

control device L field
server controller devices

command | measurement | process
report variables

State Process
estimate state

IDS

Fig. 2. Process-aware 1DS framework.

D. Self-Learning-Based Monitoring

In recent years, many researchers have begun to focus
on constructing SCADA-IDSs using machine learning
and deep learning methods. Machine learning-based IDSs
can achieve satisfactory detection levels when sufficient
training data is available, and machine learning models
have sufficient generalizability to detect attack variants
and novel attacks. Compared with traditional machine
learning methods, deep learning methods are better at
dealing with a large volume of data. Moreover, deep
learning methods can automatically learn feature
representations from raw data and then output results.

While considerable works on machine learning-based
SCADA-IDSs have been done so far, few works have
been carried out for deep learning-based IDSs focusing
on the SCADA systems [31]-[37]. Moreover, fewer
works have been reported on the power SCADA systems
[33], [35], while others are focusing on the different
SCADA domains such as gas pipeline networks [31], [36],
water treatment systems [34], [37], and heating control
system [32].

The framework of the deep learning-based IDS is
shown in Fig. 3. First and foremost, meaningful design of
deep learning detection model requires significant
understanding of domain knowledge and acquisition of
proper datasets. In this sense, the data feature extraction
is the most important step to develop successful detection
models.
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From raw network traffic, we should derive the feature
vector at time t, X; = (Xo, X1, -, Xn, label) to train and test a
deep learning model, consequently constructing the
detection model which is corresponding to the profile of
IDS. The label in the feature vector signifies the types of
attacks, which might be a binary value or multi-class
values. The input features, (Xo, X, -+, X») should reflect the
semantics of the SCADA domains. So far, all the works
are using the data field information of the application
protocol data units (PDU) of the SCADA communication
protocols such as Modbus [31], [32], [34] and DNP3.0
[33], [35], along with the TCP/IP header information.

networlg Pre- data features
traffic | processing extraction
learning

Profiles normal

|»| (detection — or
model)

Fig. 3. Deep learning-based IDS framework.

abnormal

Together with the input data features, the deep learning
models will affect the effectiveness of the detection
model. The deep learning models to be used in the papers
are varied: Long short term memory (LSTM) [31], [34];
artificial neural network (ANN) [32]; convolution neural
network (CNN) [33], [36]; and recurrent neural network
(RNN) [35], [37].

Ironically, automatic learning capability of the deep
learning approaches is the merits, and also demerits at the
same time. Contrary to the other monitoring methods, the
profiles of which we can understand and control, the deep
learning detection model, i.e. the profiles, is opaque to us,
which means we cannot understand and control the
detection logics of the profiles.

Machine and deep learning provides significant
benefits, since it is expected to offer capability of agile
updating in defense to respond new variants of attacks.
However, model construction requires significant
understanding of the problem being addressed, which
involves analyzing the data collected to extract ‘features’
that are used to learn detection logics. The challenge of
deep learning-based IDS lies in proper usage of data
features for training and testing to reflect as much of
semantics of the SCADA system as possible, and
reasonable validation to verify its usefulness of defense
against attack variants.

IIl.  EVALUATION

The attack model or scenario in the power system can
be summarized into two steps: first, an attacker penetrates
any vulnerable stations in the SCADA network, and
finally an attacker generates maliciously coded
commands to the field devices and causes the power
system into insecure or unsafe states. The possible attacks,
on which most anomaly detection systems set their sights,
are data injection, data modification, data interruption,
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and denial of service (DoS) attacks among others [38],
because these attacks are directly related to compromise
field devices, consequently causing malfunction in the
power operation.

Then, the question is whether the network security
monitoring explained in the previous section can detect
these attacks. The answer, unfortunately, is not optimistic,
considering the substance of the recent sophisticated
attacks against the SCADA/ICS systems [39]-[49].

One of main purposes of anomaly detection is to check
the integrity and authenticity of data exchanged, i.e.
whether they comply with the underlying SCADA
protocols and accompanying rules in the system. In the
real systems, however, there are other types of
information or messages that are exchanged for
configuration and operation related to various software,
especially operating system (OS). The recent attacks,
which targeted the SCADA/ICS systems, hijack or take
control of host stations, control servers and eventually
device controllers, once they penetrate the networks in
one way or another. Their attack vectors are
vulnerabilities of the software underlying the host
systems. In this respect, we need to pay attention to the
supply chain management and precaution for managing
and/or outsourcing servers.

The network IDS, which is currently proposed in the
context of the SCADA/ICS systems, intends to detect
anomaly behavior based on traffic patterns or contextual
mismatch of message contents which are specified in the
standard protocols such as Modbus, DNP3.0 and
IEC61850. However, the real attacks do not take place
via the standardized and defined communication
messages. Rather, the attacks were accomplished by way
of taking over central servers and local device controllers
[50].

As shown in the Stuxnet [47]-[49], the attack was
realized by injecting malicious codes — dynamic link
library (DLL) files in this case- into legitimate process
memory and executing the malicious codes in the context
of a legitimate process. Once a malicious code is injected
into the target process, it has full access to the process
memory and can manipulate code and data blocks of PLC,
and eventually causes malfunction of field devices. For
this reason, the deep packet inspection of the protocol-
based IDS, which checks the authenticity and integrity of
the messages exchanged between control servers and
local device controllers, can hardly detect these kinds of
attacks.

In this respect, the process-aware monitoring is
considered to be more reasonable and effective approach,
since it can consider the semantics of process-level
operations without direct checking of the authenticity and
integrity of communication messages. This kind of
monitoring can be used to support a central IDS, locating
at the LAN of the process domain.

If we want to find any security solutions on top of
vendor-dependent platforms, we need to take special
attention to the attack vectors which have been revealed
in the recent attacks. From all incidents, we can notice
that every known malware attack on the SCADA system
exploits weaknesses of host system environment.
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Therefore, it is important to prepare measures on this
kind of attacks.

IV. HOST SECURITY MONITORING

In this section, we focus on the most commonly used
attack method such as Code Injection, more specifically
DLL Injection in the recent SCADA/ICS attacks. In order
to execute all the programs, all executable codes as well
as external libraries such as DLL files, which are referred
to by the executable codes, should be loaded into process
memory. In the same way malicious codes can be loaded
into the memory, which is often called the code injection
technique. By way of the code injection, attackers can
execute malicious codes in the name of legitimate
processes, access the code memory and data memory of
the main processes, and also hide themselves from
monitoring imposed by the internal security policies of
security solutions. The code injection, by which attackers
inject their intended codes, can take a form of directly
writing executable codes or shellcode into memory or of
loading their DLL files into memory.

For the former case, they utilize the memory
management system calls. First, they assign necessary
memory space by the memory allocation system calls,
and load the executable binary codes into memory space
by the memory writing system calls. To execute these
loaded codes, they often create new threads. In the case
of loading DLL which is also called ‘DLL injection’,
once the malicious DLL files are loaded into the target
process, the process refers to these files on executing
without any extra manipulation. Attackers utilize
invoking the loader system calls by thread generation, or
windows hooks, or DLL swapping. In general, the DLL
injection is more utilized for its convenience [51].

Once a code is injected onto the target process memory,
it has full access to the process memory and can modify
its components. Manipulating the process memory
components enables attackers to modify system functions
(executable codes) or to change the function addresses
such as entries in the Import Address Table (IAT). This
technique is called as ‘hooking’. In this way attackers can
force their intended codes to be executed instead of
original legitimate codes.

In order to detect and prevent such attacks, we need
security measures to detect any process manipulation
which is involved in memory range protection, file paths,
and file handling. To prevent the attack of the executable
code injection, we should inspect whether the process
memory is assigned by legitimate executable codes or
loading legal DLL files, or allocated by external system
calls, which can be examined by referring to memory
information enquiry functions provided by the OS. For
the case of the DLL injection, we can utilize the method
to find out where the codes to invoke the DLL load calls
are located [52].

V. NETWORK MANAGEMENT

A. IT/OT Convergence

Traditionally, network management is an indispensable
tool to manage complex IT network systems. Network
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management enables a human manager to have a big
picture of complex systems by monitoring the status and
operation of all network components in real-time. So, this
leads to obtain up-to-date information about system
components at the right time.

Currently SCADA operation management and IT
network management are separated. SCADA servers or
Energy Management System (EMS) collect operation
information from Intelligent Electronic Devices (IED)
over the IT network. Then the SCADA operation
manager takes necessary actions based on this operation
information about the SCADA system. On the other hand,
the IT network manager collects information about
network component such as switches, routers, and
transmission equipment, which consists of the IT network
overlaying the SCADA system. The SCADA operation
manager is blind to the IT network, and at the same time
the IT network manager is also unaware of the SCADA
operating system components. For example, when
SCADA operation managers detect an anomalous state,
they could not decide whether it is caused by the IT
network or an IED failure [53].

To expand the concept of network management to the
SCADA system can enhance the capability of monitoring
IT/OT system in an integrated way. The agent residing in
the SCADA system component, mainly IED, collects
information regarding physical access, communication
security, SCADA protocols, clock, and environment, so
that the IT/OT network manager can have the integrated
view of the SCADA operating components as well as IT
communication components. For this purpose, we need
to expand the network and system management (NSM)
data objects to reflect what information is needed to
manage the SCADA system reliably. The abstract NSM
data objects can then be mapped to any appropriate
protocol. At present, some of SCADA system device
vendors define private Management Information Bases
(MIB) and try to utilize them for monitoring SCADA
operations. In order to provide interoperability and a
unified approach to NSM, IEC defines the standard MIBs
for the substation automation devices [54].

B. Integrated Security Monitoring
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Fig. 4. Substation automation system with NSM and IDS.
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integrated view of the IT/OT system and resolve detected
problems and facilitate maintenance. To acquire
information that is related to the operational aspects of
the SCADA infrastructure provides the capability of
NSM monitoring. Not only can such information be
utilized for system operation optimization, it can also be
applied to security threat detection, which is the main role
of IDS. The question is how an NSM manager interacts
with IDS for this purpose. One possible interaction
scenario and configuration is shown in Fig. 4. In this
figure, IDS is placed as a standalone device and collect
necessary information for its own purpose. And IDS will
send results of its actions, so NSM share this report to
make any critical security decision.

Event HMI
log Alam
J 7‘
|

Network-based Host-based NSM
1DS module IDS module module
Packet .| Packet Code NSM
filter parser analyzer manager
!
network | application MIB
data payload

Substation
network

management
Servers
agent

Fig. 5. Framework of integrated security monitoring.

One advantage of NSM monitoring is that we can
obtain deep-level data of field devices along with
network traffic data. Utilization of this deep-level data
can enhance the capability of security monitoring
together with network-aware and host-aware IDSs. Fig. 5
shows the framework of a way of integrating security
monitoring, combining all functions of three components:
network-based IDS, host-based-IDS, and NSM
monitoring.

The current IEC 62351-7 MIBs do not contain all the
information that is necessary to implement the IDS
functions explained in section Il [54]. The detection
functions based on NSM MIBs are limited to detect
physical access and resource exhaustion with respect to
IED. Applying NSM to the SCADA system will take
time, while the deployment of IDS can be deployed
anytime when it is necessary and ready without any
impact on the SCADA system configuration.

VI. CONCLUSION AND FUTURE DIRECTION

Network separation is currently the dominant security
strategy that the SCADA systems rely on. Security
monitoring is a viable solution to enhance the security
capability in the SCADA system, considering that the
deployment of intrusion detection systems (IDS) is
applied without any change of current SCADA system
configuration. The main challenge is how to design
SCADA domain-specific IDS which reflects the
semantics of the SCADA system. The profiles of
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SCADA-friendly IDS can be derived based on network
flows, application protocols, process-aware features, and
deep learning techniques.

However, considering the recent attacks against
SCADAV/ICS systems, the network-based security
monitoring does not provide sufficient measures to detect
and prevent these sophisticated attacks. For this reason,
we need to derive profiles which are more aware of
semantics of the target SCADA system. In this sense, the
process-aware IDS is more appropriate to defend
sophisticated attacks which are eventually targeting field
devices.

With the success of deep learning techniques in other
areas, anomaly intrusion detection system is emerging as
a promising application area of deep learning. However,
deep learning-based IDS for the SCADA systems is still
at a fledgling stage. Constructing deep learning models
requires a significant understanding of the domain
knowledge. Relating to SCADA security, the knowledge
means to understand attack patterns, operating
mechanisms, and process (or field) networks, which have
different characteristic and semantics from the typical IT
systems. Creating successful models also requires deep
expertise in SCADA data features which are used for
learning. Learning requires to collect massive amounts of
real-life information and engineer it into useful formats.

The nature of the recent sophisticated attacks against
SCACAV/ICS systems is to exploit software vulnerability,
performing process manipulation by injecting malicious
codes into legitimate process memory and executing the
malicious codes in the context of a legitimate process.
Thus, we need security monitoring running on host
systems which can provide process and memory
protection. These measures can provide a holistic security
monitoring strategy for the power control system.

Recently, the IT network management technique is
applied to the OT system, providing a way of IT/OT
management integration. However, the current IT/OT
management is focusing on only monitoring OT system
components in order to facilitate maintenance functions.
However, cooperating with network-based and host-
based IDS, the network and system management (NSM)
can enhance the capability of security monitoring.
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