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Abstract—Most devices are nowadays connected 

automatically via an IPv6 address. IPv6 was developed in 

1998 so that the IPv4 address space issues are solved. Due to 

rapid technological advancements, i.e., the internet of things 

(IoT), IPv4 is no more efficiently functioning. Therefore, 

IPv6 introduced with a novel protocol, i.e., Neighbor 

Discovery Protocol (NDP). It involves many processes to 

facilitate the communication operation between nodes (hosts 

and router) that are located on the same link. NDP does not 

have any verification mechanism to validate the exchange 

messages, whether it comes from the legitimate or illegiti-

mate node.  Besides, the NDP messages are not secure by its 

design. Therefore, an attacker may manipulate these 

messages and perform attacks such as Denial of Service 

(DoS) attack which is considered a frequent attack that 

threatens the network of the NDP IPv6 link-local. We have 

reviewed in this paper the main processes of NDP and the 

security issues of these processes. In addition, the 

experiments result shown the NDP processes are completely 

vulnerable to the DoS attack. Thus, the future direction 

involves developing a prevention mechanism that aims at 

securing the NDP processes in the network of IPv6 link-local. 

 

Index Terms—DoS attack, IPv6 link-local network, NDP 

processes 

I. INTRODUCTION  

Internet Engineering Task Force (IETF) announced 

that Internet Protocol version 4 (IPv4) would not be able 

to satisfy all Internet devices in 2020. Therefore, Internet 

Protocol version 6 (IPv6) [1] was proposed. IPv6 enjoys 

numerous features, which were unidentified in IPv4, e.g., 

it can provide the concept of “plug-and-play” in 

accordance with neighbour discovery protocol (NDP) [2]. 

Any novel host is allowed by NDP to create its IPv6 

address when connecting to a specific network. It can 

perform more tasks along with a neighbor, as well as 

router discovery functions. These tasks are associated 
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with diagnostics, as well as packets sending’s error 

reporting [3]. 

The novel features work on enhancing the IPv6 

network security, e.g., by adding a new security key 

named IPsec [4]. Nevertheless, IPv6, as a novel 

technology, remains vulnerable. IPv6 networks currently 

experience varied types of attacks like Denial-of-Service. 

DoS foils a specific legitimate node of using the network 

services, including web and e-mail services, as well as the 

Internet shopping service. Based on the National 

Vulnerability Database, most of the IPv6 attacks are the 

DoS attacks [5]. 

There are some survey papers discussed the security 

challenges of some of NDP processes, yet not all NDP 

processes covered and did not give a clear explanation 

what are the main requirements to secure NDP processes 

in IPv6 link-local network. Therefore, this paper 

reviewed the main process of NDP along with security 

issues during the attack of DoS in the network of IPv6 

link-local and discussed the main requirements for 

securing NDP processes. In this paper, it is arranged into 

the following sections: NDP, with its processes, is 

explained in Section 2. DoS attack on NDP processes is 

illustrated in Section 3. Related work discussed in Section 

4. Section 5 provides the experiment and the results. The 

conclusion and future directions are provided in Section 6. 

II. NEIGHBOR DISCOVERY PROTOCOL (NDP) 

NDP comprises a specific messages’ group, as well as 

procedures, which identify relationships among nodes 

(routers, as well as hosts) with their neighbors on a 

similar network. Several protocols that are utilized in 

IPv4 are substituted by NDP, including router discovery, 

address resolution protocol (ARP), and internet control 

message protocol (ICMP), as well as ICMP Redirect. 

Novel applications are provided by NDP, including DAD, 

as well as neighbor unreachability detection (NUD). In 

the same way, IPv6 NDP allows nodes to spot neighbors 

on the same LAN. Also, existence can be publicized to 

the existing neighbors [1]. One interesting aspect of IPv6 

networks involves the nodes’ capability of configuring 

their addresses automatically through stateless address 

auto-configuration (SLAAC) [2] without the deployment 
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of a protocol of stateful configuration, that is, IPv6 

dynamic host configuration protocol (DHCPv6). Power to 

an IPv6 host is provided by SLAAC so that link-local, as 

well as global addresses without manual intervention, can 

be generated [3]. There are five messages of ICMPv6, 

which are used by NDP, as shown in Fig. 1. 

 
Fig. 1. NDP five messages. 

A. Neighbor Discovery Protocol (NDP) Processes 

There are many important processes, which are 

performed by NDP, to facilitate communication between 

nodes (hosts and routers). The most common processes of 

NDP are listed below: 

1) Address Resolution (AR) process 

In this case, a unicast packet is possessed by a specific 

node to be sent to a certain neighbor. However, it cannot 

recognize the link-layer address of the neighbor; it carries 

out address resolution, AR in short. The AR is executed 

by utilizing two NDP messages; in other words, neighbor 

solicitation (NS), as well as neighbor advertisement (NA) 

messages. For example, in case Host_A communicates or 

sends a packet of data to Host_B, then, Host_A must first 

inspect if the Media Access Control (MAC) of B exists in 

the cache or else the AR process must be conducted by 

Host_A. To this end, Host_A requires multicasting the 

message of NS to a solicited-node multicast address, i.e., 

(SNMA), depending on the last 24 bits of Host_B IP 

address. Host_B is asked to reply via the MAC address. 

The message of NS is received by all the hosts in the 

network of the local area, but only Host_B can provide 

the AR reply via the NA message that comprises its IP, as 

well as MAC addresses. Accordingly, after the reply is 

received, Host_A updates its own cache, then a packet of 

data is sent to Host_B based on the address of MAC in its 

cache. 

2) Router Discovery (RD) process 

When a novel host is there to join the network of IPv6 

link-local, it needs to obtain some important information 

from the router such as the network prefix. For example, 

in case Host_A joins the network of IPv6, the router 

solicitation (RS) message will be multicast on the link, 

and the router exists of the link, i.e., Router_A will reply 

via the router advertisement (RA) message. Host_A will, 

therefore, use the RS message information to perform its 

connection to the IPv6 network [4].  

3) Redirect process 

In this process, when the router finds a better-hop node, 

which reaches a specific destination, it will send a 

redirect message (RM) message with the aim of 

informing the host.  

4) Neighbor Unreachability Detection (NUD) 

process 

This process is implemented when a host wants to 

recognize whether another host is reachable or not. There 

are two NDP messages that are used to perform this 

process, i.e., NS, as well as NA messages. For example, if 

Host_A requests to identify whether Host_B is still on the 

link or not, it will multicast NS messages on SNMA 

depending on the last 24-bits of Host_B targeting Host_B. 

In case Host_B exists and connects to the link, it will 

reply via NA messages. Receiving the NA message 

indicates that Host_B is reachable. 

5) Duplicate Address Detection (DAD) process 

Each host on the link must have an IP address, which 

is unique, that can be used to establish communication 

with the existing hosts. After the host generates a new 

IPv6 address, it should perform the DAD process with the 

aim of checking the generated IP address’s uniqueness. 

For example, when Host_A aims at joining the network 

of IPv6 link-local, a novel IP address should be generated. 

After the IP address is generated, it needs to check 

whether it is unique. This means that there is not any 

other existing host, which uses the same generated IP 

address. This can be done by using the DAD process 

through multicasting NS messages on the SNMA address. 

When the IP address, which is generated, is already 

engaged by another existing host, i.e., Host_B, Host_B 

should reply via a message of NA and if it is received, 

this means that the generated address of IP cannot be 

unique and, therefore, a new IP address should be 

generated [5]. 

III. DENIAL OF SERVICE (DOS) ATTACK ON NDP 

PROCESS 

The attack of DoS is characterized as a specific cyber-

attack. In this attack, perpetrators seek to make the host 

or network resource inaccessible for the intended users by 

disrupting the services of the host temporarily connected 

to the Internet, or they are indefinitely connected. In 

general, the DoS attack can disturb the NDP process 

during the processes as shown in the scenarios below. 

 
Fig. 2. DoS attack on the process of AR. 
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1) DoS attack on AR process 

The AR is simple, and it is efficient. However, there 

are potential security risks. First, all the hosts on a similar 

IPv6 link are capable of joining the process of AR. 

Therefore, any of the malicious nodes, which are on the 

link, are capable of disrupting the AR process when a 

fake NA message is sent. This is because the NDP 

messages are, by design, unsecured. Second, a specific 

verification mechanism is lacking in the process of AR 

[6]. For example, in case the Host_A requires to establish 

communication with the Host_B, then the former will not 

be checking if the reply message of NA is a valid or a 

fake message. The neighbor cache table is updated by 

Host_A when the messages of NA are established with 

the address of MAC that is invalid. Such a process, 

therefore, makes available a convenient situation for the 

attack of DoS. Fig. 2 shows the attack of DoS on the 

process of AR in the network of IPv6 link-local. 

2) DoS attack on RD process 

RFC2461 [7] pointed out that when the Default Router 

List is empty, then the sender presumes that a destination 

is on the local link. Accordingly, a spoofed RA can be 

sent by the attacker with a Router Lifetime that is zero. In 

case of cheating the victim, it endeavors to send each 

packet directly instead of using the Router. When a 

destination is not on-link, then this packet will not be able 

to reach the real destination [8].  

3) DoS attack on redirect process 

It is used with the aim of sending packets for a specific 

destination to any address of the addresses of the link-

layer on the link. The existing first-hop router’s link-local 

address is used by attackers with the aim of sending the 

Redirect message to a host that is legitimate. The host 

aims to detect the message via the address of the link-

local as this message is generated in the first-hop router 

and, therefore, the Redirect is accepted. During the whole 

time that the attacker reacts to probes from NUD to the 

address of the link-layer, then the packet towards a 

destination can be redirected [9]. 

4) DoS attack on NUD process 

If the node of IPv6 is processing the NUD process, 

attackers can launch such an attack via sending an NA, 

which is fabricated. In case the neighbor cannot be 

reachable, it will cheat the detecting node, presuming that 

the neighbor can be accessible. A Man-in-the-Middle 

attack is, therefore, expected [10]. 

5) DoS attack on DAD process 

If the stateless address autoconfiguration is processed, 

a node of IPv6 (i.e., the victim) makes the DAD process 

for a given address of IPv6 with the aim of checking 

whether the generated IP address is unique or not. 

Meanwhile, the attacker disguises as this address are used 

by the node (i.e., the IP address that is generated) and 

respond to the message of detection, which results in that 

the victim cannot normally obtain the address of IPv6 

[11]. 

IV. RELATED WORK 

NDP considers the core of the IPv6 link-local network, 

which is including all the significant processes occurring 

in the IPv6 link-local network. Due to its importance, 

several attacks aimed to threat its processes, as shown in 

the previous section. Thus, there is a number of 

mechanisms proposed to secure NDP by utilizing either 

an agent to monitor the network behavior or add 

additional options to five NDP messages. 

For example, SeND mechanism has been proposed by 

Arkko in 2005 [12] by adding four new options named 

cryptographically generated address (CGA) option to 

verify CGA senders, Rivest–Shamir–Adleman cryptosys-

tem (RSA) signature option, which attaches a public key-

based signature and time stamp and the Nonce option, 

which validates unsolicited advertisements that have been 

sent as responses to solicited messages to prevent replay 

attacks. Although SeND recommended by request for 

comment (RFC), however, SeND mechanism is facing 

high computational issues that led to consuming 

processing time, CPU, and memory that may permit the 

host prone to flooding attack (that cause the host to freeze 

during processing SeND messages). 

Another study proposed a mechanism to monitor the 

network behavior and notify the admin if there is 

abnormal behavior, mechanism named is neighbor 

discovery protocol monitor (NDPmon) [13]. NDPmon is 

based on Arpwatch (software application) for IPv4 in 

terms of features but provides additional attack detection 

capabilities. Although NDPmon prevents the attacks 

launched by illegal users, the attacks inflicted by legal 

users are very difficult to detect. In addition, NDPmon 

can detect the attack but not prevent it. 

Furthermore, additional researchers from Tsinghua 

University have proposed the source address validation 

architecture [14] addressing the security issues in NDP 

processes by binging the packet with the source IP 

address. SAVA is generally deployed at three network 

levels, namely, the inter-AS level, intra-AS level, and 

local subnet level. The study by [10] shows that SAVA is 

an ideal way to stop receiving spoofed packets from 

many network scopes, but their study did not examine 

other NDP vulnerabilities. 

  

Mechanism 

Name 
Limitations 

SeND 

 It has a high computational cost, especially for the 
CGA and RSA options.  

 Unable to identify the CGA address that is utilised 
by the legitimate node.  

 Cannot utilise CGA for static address configuration.  
 Shows high complexity.  
 Increases the network overhead and bandwidth 

consumption. 

NDPmon 

 Unable to distinguish the normal and abnormal 
behaviour of <IP, MAC addresses>. 

 Encounters problems during the training phase. 
Requires database support to monitor network 
traffic. 

 Requires a third-party device to provide additional 
services. 

 Increases the deployment cost of the DAD process 
in an IPv6 network. 

 It can only detect attacks and not prevent them. 

SAVA 

 Shows high complexity. 
 Shows weaknesses against DoS-on-DAD attacks 

given its design. 
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Therefore, the most common proposed mechanisms 

still facing security issues to secure NDP processes. The 

summarizing of related work is listing in Table I. 

V. DOS-ON-NDP EXPERIMENT 

In this section, the DoS attack is launched on each of 

the processes of NDP, including NUD, RD, DAD, etc. To 

successfully conduct the experiments, the necessary 

hardware and the software detailed specifications of the 

test-bed environment are illustrated in Table II and, as 

shown in Fig. 3. 

  

Item Name CPU Memory 
Operating 

System 

Host 1 Intel(R) Core (TM)2 
CPU Q8400 @ 

2.66GHz × 4 

5.00 Gb Windows 
10 Pro 

Host 2 Intel(R) Core (TM) 
i7-3770M CPU @ 

3.40GHz × 8 

8Gb Ubuntu 
16.04 

Attacker Intel(R) Core (TM) 
i7-2640M CPU @ 2. 

30GHz × 4 

4.00Gb Ubuntu 
16.04 

Item Name Type 

Switch (SW) Cisco Catalyst 2960 Fast Ethernet 

Gateway Router (GW) Cisco Router C7200 

 

Fig. 3. Test-bed Environment. 

The experiments were conducted with the aim of 

measuring the NDP processes’ performance during the 

DoS attack. The scenarios of the conducted experiments 

were implemented via two tools: the dos-new-ipv6 

attacker tool [15], in addition to the Scapy attacker tool 

[16]. They were repeated 20 times for each of the NDP 

processes. The equation (1) below is implemented to 

measure the ability of the NDP process in preventing the 

DoS attack [17]: 

NDPSR = 1 – F/N                      (1) 

where NDPSR represents the NDP process success rate, 

N represents the number of NDP process times, and F 

signifies the NDP process times failed. According to the 

NDPSR’s definition, it was found that if NDPSR is 1, this 

means that the attack is not successful. Nevertheless, if 

NDPSR is 0, this indicates that the NDP process can be 

susceptible to DoS. 

Table III illustrates the experimental results of each of 

the NDP processes, including AR, NUD, RD, Redirect 

process, and DAD. 

  

NDP 

Process 

Number of 

Experiments (N) 

NDP Process 

Success 

NDP Process 

Failure (F) 
NDPSR 

AR 20 0 20 0 

NUD 20 0 20 0 

RD 20 0 20 0 

Redirect 20 0 20 0 

DAD 20 0 20 0 

Based on Table III, the results revealed that the NDP 

processes are completely vulnerable to the DoS attack. 

The main problems with the current NDP processes 

include (i) the five NDP messages are unsecured by 

design, (ii) all the nodes that are located on a similar link 

(including the attacker) are capable of joining any NDP 

process, and (iii) there is no verification mechanism, 

which can detect the originality of these exchange NDP 

messages during these processes. A new prevention 

mechanism is, therefore, necessary to secure NDP 

messages, which are used during the processes. The 

proposed mechanism should be able to verify the 

incoming messages. It should distinguish between 

legitimate messages and illegitimate ones on both sides, 

i.e., the sender and the receiver. 

VI. CONCLUSION AND FUTURE DIRECTION 

IPv6 was introduced to overcome the IPv4 address 

space issues. It aims to provide better security through a 

new concept named NDP, which consists of many 

important processes such as AR, DAD, RD, etc. with the 

aim of facilitating communication between nodes (hosts 

and routers). However, all these processes experience 

security issues and are vulnerable to the DoS attack, 

which can disturb these processes. Furthermore, the 

experimental results revealed that the processes of NDP 

are vulnerable to the DoS attack. Therefore, a new 

mechanism should be introduced to secure the NDP 

process through securing the NDP messages and adding 

security verification to verify the originality of the NDP 

messages, whether these messages come from the 

legitimate or the illegitimate node and that is our future 

direction.  
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